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President,  
Logistics Officer Association

Jason Kalin

F R O M  T H E  P R E S I D E N T

LOA President’s Letter

Jason Kalin 
President 
Logistics Officer Association

Greetings LOG Nation!

Happy Holidays from your Logistics Officer’s 
Association! Our ER staff and writers continue 
to amaze, bringing targeted topics from 
across our Logistics Enterprise. This edition 
highlights the community’s key topics with 
articles on the importance of procurement, 
PSM perspective, and Space Force Mission 
Sustainment to name just a few. 

We are just a few months away from the 
2023 LOA Symposium! This year’s event will 
include some of our most senior logistics 
professionals across the Department of 
Defense and Industry, and we anticipate it to 
be one of the best in years. St. Louis, here we 
come for 2023 and 2024!

Your Executive Board has been busy this fall, 
advancing LOA in many different realms.

We are continuing our outreach to the 
Logistics Enterprise through LinkedIn, 
Facebook, and other media outlets, 
progressing logistics initiatives into other 
arenas worldwide.

Ms. Jenna Fletcher, your Vice President, 
received several LOA National awards and 

scholarships submissions. We will 
announce the winners and recipients soon 
in advance of formal presentations at the 
LOA Symposium.

Lastly, we say welcome to our new 
National ER Editor-in-Chief, Major Evan 
Hanson. Evan is committed to taking this 
publication to new highs. Welcome Evan!

I remain impressed with your commitment 
and drive to improve Mission Generation 
and provide key logistics to the Warfighter. 
I am humbled to be your LOA President.

LOG Nation continues to be on the move!

I hope you were able to enjoy this Holiday 
Season, and Happy 2023!
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Friends,

For those who read my last letter, let’s go 
ahead and address the other elephant: 
this will be my last Exceptional Release… 
for real.

This edition is another milestone. We 
have a few brave members doing the 
honorable work of challenging the 
party lines. Read Mike Mason’s We Were 
Defeated for a sobering look at what 
will happen if we continue prioritizing 
new weapon systems acquisitions 
and modifications at the expense of 
revolutionizing our logistics mission 
(something we must do if we are to 
win the next war). Similarly, read 
Mike Lasher’s quietly revolutionary 
argument for better—not more—parts. 
Lasher introduces us to a phenomenon 
that is insidiously degrading our 
avionics components: intermittence, 
or microscopic breaks in signal 
continuity. Randall Ackerman continues 
to investigate this phenomenon in 
his piece ACE: A Wartime Readiness 
Fallacy, arguing that we will not be able 
to win the next war unless we solve the 
intermittence problem. Rounding out 
commentary on the future fight are the 
career broadeners at DLA-Aviation, 
posing novel tweaks to our community 
that will improve our chances at success 
against a peer fight.

Montanna J. Ewers

Chief Editor, 
Exceptional Release Journal

Montanna J. Ewers 
Chief Editor (Re-Retired) 
Exceptional Release Journal

We’re also fortunate to have other 
unique perspectives. Tia Ahlf sounds the 
uncomfortably silent alarm on the cyber 
domain’s importance to our community 
in IO and EW Strategies for Logistics. 
Mr. Roger Chapin gives us a PhD-level 
look into acquiring and setting up a new 
weapon system’s sustainment strategy 
in An Air Force PSM Perspective. We 
also get a rare peek into Space Force 
logistics and sustainment through a Q&A 
between LOA’s Chief Operations Officer 
JD DuVall and US Space Force’s Mission 
Sustainment Team. Lastly, helping us 
prepare for LOA 2023 in St. Louis, LOA 
member Ms. Diana Bednara provides 
sage advice on Getting the Most out of 
LOA Symposium Attendance. I encourage 
all potential attendees, from the first-
year officer to the seasoned O-6, to read 
through her article.

We deal with changes in logistics, and 
our Exceptional Release isn’t immune 
to that either. To that end, I’m honored 
to introduce my replacement as Chief 
Editor: Evan Hanson. Evan is a bright 
star in our community, a frequent 
contributor to the ER, and genuinely 
cares about advancing logistics through 
writing, reading, and discussion. Don’t 
wait to contact him and let him know 
where I went wrong, where we went 

right, and what you want to see the 
ER do in the future. Reach out to him 
directly at editor@loanational.org.

I said it before, and I’m saying it again: 
this is your Exceptional Release. 
We will always do our best to use 
our platform as an amplifier to get 
your thoughts into the collective 
discussion. To do that, though… you 
need to write! I’m excited to see what 
you all contribute!

Thank you again for allowing me the 
honor of being your editor these last 
two years. Please never hesitate to 
keep in touch, either at my LinkedIn or 
montannaewers@gmail.com.
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F R O M  T H E  E D I T O R
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We Were Defeated… 
Logistics Was the Reason
By: Major Mike Mason

We lost Airmen, we lost aircraft, we lost friends, we 
lost equipment, it feels like we have lost it all. We lost 
the war, but we must move forward and prepare for 
what is next… but how?1

It all happened so quickly. We thought we were ready. 
General Brown told us to change, so we tried.2 We 
tried different methods: innovation, continuous 
process improvement, sprints, tanks, and a litany 
of other buzz words. We even claimed victories. We 
consistently looked to the private sector business 
practices for answers… looking for ways to fix our 
inefficiencies… only to find that our readiness model 

required effectiveness instead of efficiency.3 
Many solutions required materiel answers with 
acquisition strategies beyond our financial grasp 
and required targeted timelines.4 Some leaders 
actually set the climate just right to invoke 
change, but the system was too big and too slow 
to successfully change. Looking back, I can see 
how we lied to ourselves by calling us “Ready.” 
Outsiders knew we weren’t ready; they wrote about 
it openly.5 When the war came, we did what we 
knew and thought we were prepared to do what 
was being asked of us. We generated aircraft and 
Airmen from home station and started to move 

Image Above: Airmen assigned to the 36th Wing put up tents during an operational readiness exercise at Andersen Air Force Base, Guam, 
Sept. 12, 2022. The U.S. Indo-Pacific Command strategy centers on fielding and sustaining a force capable of combat-credible deterrence 
posture to win before fighting and if necessary, ready to fight and win. (U.S. Air Force photo by Airman 1st Class Lauren Clevenger)

forward in a manner that felt blind. I was the 
maintenance officer in charge of enabling 
and executing the plans for our Fighter 
Generation Squadron. We prepared cargo, we 
prepared Airmen, and we generated aircraft. 
I kissed my family goodbye, saying I would call 
as soon as I could. We never thought about 
how to communicate with families in the next 
fight; I had to wait months until I was able 
to send a message. The sacrifices military 
families pay will never be fully appreciated. 
Sitting back in my seat on the cargo aircraft, 
among other Airmen and several pallets 
of cargo bound for the newly established 
Forward Operating Site (FOS), I had a terrible 
feeling in my gut.6 Something was wrong, but 
I couldn’t put a finger on what.

The chaos started the moment the cargo 
aircraft landed at our new FOS. Our primary 
means for communicating within the unit 
failed immediately. It wasn’t the enemy; it 
was just not working. That’s what we got 
for trusting cell phone technology. Looking 
around, we realized that the FOS was not 
nearly as complete as it should have been and 
wasn’t going to be able support our 12-ship of 
fighter aircraft as quickly as we had planned 
them to arrive. Did we arrive too unprepared? 
The idea was to coerce the enemy from 
entering a hot war; we had to move quickly.7 
We had assumed equipment and resources 
would be available at the FOS. The equipment 
wasn’t there. The resources weren’t there. 
The theater was not set. We assumed the 
surveys of the locations would be accurate 
and kept updated and that the location would 
be mostly functional; the survey was outdated 
and inaccurate. The FOS was not functional. 
My team started to move out on our plan. 

The line between disorder and  
order lies in logistics.

-Sun Tzu 

The team was confident they could still 
accomplish the mission as we had done it 
before. The unit used to generate combat 
airpower routinely for Central Command. In 
our minds, this fight would be no different. 

Others had warned us, though. We were 
informed of all the different ideas from 
senior leaders. Logistics Under Attack, 
Contested Logistics, Contested and 
Degraded Operations, Anti-Access and 
Area Denial. We heard and were told the 
terms during DV visits, but we couldn’t 
really understand enough to change our 
training. We were told we didn’t have the 
clearances. We are maintenance; we mostly 
just need a Secret clearance. Those that 
had the higher clearances failed to translate 
the information down to those that the 
information impacted. We weren’t involved 
in the planning. We weren’t afforded the 
opportunity.

Prior to the war, our maintainers still 
had to focus on the daily grind. We were 
promised time to focus on expeditionary 
skills because of the new force generation 
model (AFFORGEN), but suddenly, more 
jets were added to the schedule, more 
pilots were added to the flying squadrons, 
more modifications were added to the jets, 
and fewer parts were available for older 
airframes.8 In my world, we are trained to 
understand the requirement, subtract our 
capability, and solve for the delta created. 
Our requirement had increased while our 
capability had decreased. What did we 
think would happen? Logistics took the cut 
to pay for upgraded aircraft, an increased 
number of pilots, and decreased parts 
availability. Our ability to pay for that cost 
is in the people, processes, or resources.9 
The only lever available was the process. 
We broke the process before it started. We 
never Reset, never Prepared, never Readied 
the force. We were never an Available force. 
Some call these excuses. I call them reality.
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Supremacy or Dominance we’d 
experienced in previous conflicts. 
We had been attacked before; 8 
January 2020 we were struck at Al 
Asad Airbase from ballistic missiles 
fired by Iran.17 It’s as if that attack 
was a premonition of the things 
to come. That was Iran, they were 
slow and limited in comparison. 
This was a peer adversary; how did 
we not learn? Why didn’t we change 
faster? Each of us was prepared 
to lose equipment or, worst case, 
an aircraft in the air. We were 
not prepared to lose some of our 
Airmen. Salt in the wound, losing 
Multi-Capable Airmen left us with a 
bigger capability loss.

A week into the deployment, we had aircraft 
scattered in three locations—from the 
primary divert, to the enroute location, 
to the FOS. We were doing everything we 
could to get aircraft fixed and were moving 
forward. The actual maintenance is not the 
hard part. The hard part is synchronizing 
the right parts, right equipment, and right 
Airmen to the right aircraft at the same time. 
When those aircraft are scattered amongst 
thousands of miles, the challenge is almost 
insurmountable. But that was the task. 
All while trying to generate combat lines, 
not to mention the theater’s other priority, 
Noncombatant Evacuation Operation 
(NEO). How did we not learn how much lift is 
required to NEO during the Afghan pull out; 
now add a massive forward movement of the 
entire Joint Force.11 Lift was nowhere to be 
found. We generated what we could, but we 
knew generating combat lines too early could 

Month after month, we just delayed 
our training because of pilots’ training 
requirements. Sure, we went on exercises 
and claimed to have exercised the logistics.10 
Looking back, some of the hardest elements 
were just fairy dusted and simulated during 
those exercises. How many Contingency 
Locations are actually going to have readily 
available R-11s or the sudden appearance of 
fully built munitions? Ours did in exercises. 
How did we believe that no matter where we 
went, we would have enough fuel, munitions, 
or parts? Hindsight is 20-20. The enemy 
knew our weaknesses the entire time. The 
enemy let us come.

The Logistics Community talks about 
attrition in scheduling, missing 
training sorties, but we never look at 
what attrition we would encounter 
during a sudden movement forward 
over long distances or attrition 
caused by the enemy. We are brittle 
to attrition at home; we are brittle 
to attrition deployed; how do we 
become resilient to attrition? The 
first shots from the enemy didn’t 
target our aircraft in the air. The 
enemy practically ignored those 
operations and struck us at the FOS. 
The airbase was not defended. How 
could we defend it? We studied how 
to defend an airbase, but studying 
a hard problem is seemingly all 
we did.15 We still depended on 
the vulnerable idea of sanctuary 
airbases.16 Immediately on impact, 
we lost Airmen, aircraft, and some 
equipment. Our source of re-supply 
for fuel was taken out along with 
our main munitions area and the 
primary runway. We underestimated 
the speed of their kill chain. We 
underestimated their accuracy. They 
struck us through the air domain—
our domain. We did not have the Air 

Staff Sgt. Patrick Purtee, 
335th Expeditionary Fighter 
Generation Squadron aerospace 
propulsion technician, reads 
an electronic technical 
order under an F-15E Strike 
Eagle during Agile Combat 
Employment Exercise Agile 
Tuskegee at Al Dhafra Air 
Base, United Arab Emirates, 
July 13, 2022. Aerospace 
propulsion technicians solve 
maintenance problems by 
studying drawings, wiring and 
schematic diagrams, technical 
instructions, and analyzing 
operating characteristics of 
aircraft engines and propellers. 
(U.S. Air Force photo by Tech. 
Sgt. Jeffrey Grossi)

Whoever is first in the field 
and awaits the coming of the 

enemy, will be fresh for the fight; 
whoever is second in the field 

and has to hasten to battle will 
arrive exhausted.

-Sun Tzu  

break us. We couldn’t keep operating this way, 
and the true hot war hadn’t even started yet. I 
wonder now if the enemy just let us do this.

Before this war, it took six months of dedicated 
buildup and concentrated effort to logistically 
support the Gulf War.12 The main difference 
between then and now is that most of our 
equipment aged over the last two decades.13 
Not to mention the fighter aircraft alone has 
increased in average age from 8 to over 26 
years today and we have eliminated more 
than 2,000 aircraft.14 Yet, there we were, 
convinced that we could do better and from 
dispersed locations with a peer adversary. All 
our efforts were put into… well, everything. 
We multi-tasked everything. Everything 
was the priority, which meant nothing was 
the priority. We had to do maintenance and 
combat sortie generation, but that didn’t take 
away from the fact that we needed to source 
water, food, lodging, and general care for 
the base, not to mention security. As much 
Multi-Capable Airmen training we undertook, 
nothing even came close to the reality. The 
Air Force simply couldn’t afford to replicate 
these environments for all of us, not with home 
station requirements as well. Airmen trained 
within and outside their skill set can still only 
accomplish one task at a time. Multi-Capable 
Airmen was the right approach, but it was not 
grounded in reality in time for us to put it to 
great effect.

By the time the kinetic war started, we still 
had two aircraft at the primary divert and two 
aircraft at the enroute, with the remaining 
eight at the FOS with maintenance working 
all of them. We had 8 of the 12 fighter aircraft 
we originally sent; our logistical attrition to 
our primary warfighter was 33%, and that was 
prior to the first shot. 

Never interrupt your enemy when 
he is making a mistake.

-Napoleon Bonaparte

For love of country, they 
accepted death.

-James A. Garfield

We got word of the attack and 
immediately enacted our reactive 
dispersal plan.18 We had to move 
and fast. At least we had trained 

for that. ACE (Agile Combat 
Employment) was the buzz word 
for so long; now I see why. We 
got 3 of 8 aircraft at the FOS 
airborne and headed to our 
primary contingency location. 
We had a small maintenance 
team there setting up for future 
operations, but they were about 
to be surprised with an early 
arrival. They had to fight with 
what they had, which was very 
little. They had no chance of 
survival. If I had known that when 
I selected them, would I have 
chosen differently? Of the 12 
aircraft we deployed with, enemy 
fires destroyed 3 at the FOS, 2 
survived at the FOS, 3 are now 
at the contingency location, 2 at 
the primary divert, and 2 at the 
enroute location. We could no 
longer consolidate effects in the 
air; we were combat ineffective. 
That is when the war heated up. 
That is the moment that we were 
no longer the dominant player. We 
didn’t know it at the time, but we 
had already lost the war.
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to take-off? How many more sorties could 
we generate if we had actionable, decision-
quality information? Initiatives were started 
but we couldn’t onboard them fast enough 
nor train the force on proper utilization.25 To 
maneuver as quickly as required, the theater 
must be set. To set the theater appropriately 
takes a massive investment. In order to reduce 
the time it takes for logistics to prepare the 
battlespace, we must prepare the space prior 
to the battle. 

We have all read stories of General LeMay 
transforming Strategic Air Command and 
the attack on Dayton, Ohio.26 Where is that 
MAJCOM Commander today? We need to fully 
exercise the skillsets we say we have and be 
able to honestly debrief the result. Conduct no 
notice, full execution of a wing deployment. 
Enforce a near zero simulation requirement 
and see how many concepts are great on 
paper and how many actually work. During 
the exercise, inject different plausible enemy 
actions and changes in plans. There is no need 
to have the spare Wing Commander on the 
aircraft like General LeMay did, but we need to 
fully exercise the skillsets. 

Develop the Airmen we need. Logistics 
manpower is massive—over 180K 
professionals. The A4 community spans 
logistics readiness, aircraft maintenance, 
munitions and missile maintenance, civil 
engineering, and security forces. Each of these 
forces must be prepared for the environment 
they will operate in. This will take a massive 
investment. Training our future and current 
Airmen needs to be a priority and they must 
be trained with the expeditionary mindset 
the entire time.27 To instill the Multi-Capable 
Airmen culture, we must understand the 
requirement early in training. Enable the 
Airmen to make decisions in exercises truly at 
the lowest level, even if failure is the outcome. 
Enforce a fully exercised logistical movement 
and sustainment during exercises. If we want 
an innovative force, we need an empowered 
force. It takes a lot to train Airmen at all levels 
on how to do their job under normal operational 
conditions. It takes a lot to be qualified and 
proficient. We have proven that we will not give 
up; now we just need to be properly trained. 

right in that blame, but I hold myself and my 
community at fault for losing the Airmen. 
How many of the same style conferences 
were focused on logistics but never actually 
did anything to get after the problem. At 
least the aircrew focused on the war, I 
focused on networking and efficiency. I 
allowed those ill-prepared Airmen to go 
forward and operate in an environment 
that I never properly resourced or trained 
them for. I allowed our community to value 
efficiency over effectiveness.22

We must prioritize our efforts to win the 
next fight. We must prioritize logistics to 
win the next war. We must move out on 
conducting logistics while under attack, 
developing the Airmen we need, and 
generating the readiness required with 
a cost-informed strategy.23 We can no 
longer delay. We will have to create a new 
generation of Airmen, readied for a war 
where the supply chain is not guaranteed. 
We will no longer have logistical 
sanctuaries, we must forecast logistical 
attrition in logistics, we must not fail again.

We fought and gave it all we had, but we lost. 
We lost not because of the wrong tactic 
chosen by a pilot or an erroneous code 
typed by our cyber warriors. Instead, we lost 
because of logistics. Not only am I a part of 
the losing team but I’m part of the reason we 
lost. What could have been done? What could 
be done to prevent it from happening again? 
These are questions that we must answer.

The loss was not inevitable. Had we looked 
to history, the adage of history repeats itself 
is hard to deny. On May 10, 1940, the French 
learned the lesson the hard way as to what 
happens when we plan to re-fight the last 
war instead of preparing to fight the next 
war.19 The Maginot Line and all its defenses 
were made useless with the strategy of 
Blitzkrieg. The Germans were logistics 
informed and aware when planning and 
executing the lightning war in the beginning. 
The British were successful in the operation 
but had massive problems and lessons 
learned in logistics from the Falklands War.20 
We saw first-hand what failed logistics and 
failed logistical planning looks like in the 
Spring of 2022 when the Russian military 
attempted to take Ukraine by force.21 And 
yet our system continued down the same 
path, beset by the momentum it had already 
gained. 

We put so much effort into solving very 
technical and tactical problems for the 
pilots. The countless PowerPoints and 
conferences held just to ensure the right 
Tactics, Techniques, and Procedures 
were being trained or the latest Tactic 
Improvement Proposal was being 
implemented. For what? I wasn’t even able 
to get our aircrew into the fight. I wasn’t 
even able to get the aircraft, people, and 
equipment properly aligned for the pilots 
to employ their capabilities. Many times, 
I want to blame them. I might be partially 

Conduct logistics while under attack. We 
must be trained, equipped, and manned 
that way. This includes sourcing Red Teams 
to discover our weaknesses (and challenge 
us to be better) and affording logistics 
the space to fail prior to the war (without 
being simulated in the exercise). Logistics 
Under Attack is not just a kinetic attack but 
instead a multi-domain attack.24 Systems 
need to be resilient. Equipment must be 
hardened. If we want to have a credible, 
integrated deterrent, then logistics needs 
to be a major focus item. Logistics needs 
to be the strategic deterrent. Logistics 
Airmen must be armed with appropriate 
data to make the decisions. The USAF pays 
a premium for data fusion in the fight, but 
how much is spent on data fusion prior 

U.S. Air Force Tech. Sgt. Patrick Barlow, 366th Logistics Readiness 
Squadron acting fuels section chief, deployed from Mountain Home Air 
Force Base, Idaho, and Senior Airman William Pride, 354th LRS storage 
attendant, deployed from Eielson AFB, Alaska, unload a fuel hose from a 
C-130J Super Hercules July 21, 2021, at Tinian International Airport, Tinian, 
during Pacific Iron 2021. (U.S. Air Force photo by Tech. Sgt. Benjamin Sutton)

Everything in war is very simple. 
But the simplest thing is difficult.

-Carl von Clausewitz

My logisticians are a 
humorless lot…they know if 
my campaign fails, they are 

the first ones I will slay.
-Alexander the Great

Si Vis Pacem, Para Bellum. 
(If You Want Peace. Prepare For War)

-Publius Flavius Vegetius Renatus

Logistics Officers must be trained to think 
critically, rather than just accomplishing 
on-the-job tasks. We must be prepared 
for the environment and situations that 
we expect to operate in. Logistics Officers 
should be developed to be able to define 
the cost of the requirement, we should be 
able to give the “yes but” answer while being 
able to articulate the risk. Managing a TDY 
to Nellis AFB to fly our certification event is 
elementary compared to a full deployment 
to an AOR thousands of miles away. And yet, 
our unit was certified for the war because 
we went to Nellis? How ill-prepared we 
actually were. 
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The Air Force has a culture and principles 
based on the foundation of accepting no 
unnecessary risk.28 How wrong that way of 
thinking is. We must be trained and informed 
to accept, avoid, reduce, or transfer the 
necessary risk to accomplish the mission. 
We must reverse the culture to accepting 
the necessary risk. Logistics Airmen must 
be trained to be risk informed instead of risk 
adverse. This thinking will not develop over 
night, but we must intentionally develop this 
skillset. Leaders must allow room for risk 
decisions to be made at the lowest level even 
though the AFI holds the leader responsible. 

Generate the readiness required with a cost 
informed strategy. Tough decisions will have 
to be made to value the treasures given. 
Every action we take must be informed by 
the cost of doing that action. This is not a 
tactic to ensure efficiency but rather a tactic 
to be effective where required, efficient 
where possible, and cut requirements 
deemed unnecessary for the next fight. 
Logistics needs to be included in the cost-
per-effect.29 The balance between the fight 
tonight and fight in the future must always be 
considered. We must all understand where 
we have been told to take risk and move out 
on that risk. Divesting systems does not 
mean that the system was not effective 
but instead that it is not cost effective to 
fund for the next fight. It’s not personal, it’s 
business.

The Logistics Community needs to have a 
two-track mindset at all times. First track, 
build readiness in accordance with the 
schedule of AFFORGEN. This allows the 
Joint Staff to understand our force and 
how we are postured. Without AFFORGEN 
nobody can define how the Air Force is 
postured, certainly not Congress.30 This 
will allow units to focus on what the USAF 
needs them to focus on given the bin they 
are in. This method is consistent with a cost 
informed strategy. Instead of attempting to 
be Ready for the high-end fight at all times 
(resulting in nobody being ready), we focus 

on the forces that are required. This allows 
the time to appropriately train and prepare 
Airmen for what is being asked of them. It 
also allows the space to service and prepare 
the equipment. Second track, the Logistics 
Community must be ready to fight tonight. 
At any given moment what forces are we 
capable of providing to the Joint Staff? 
The Logistics Community needs to be able 
to quickly assess and communicate what 
can be made available no matter the bin of 
AFFORGEN.

Being part of a team that loses is hard. 
Being the main reason the team lost is 
even worse. Before this war, we treated 
ourselves as the preeminent winner. We 
were the 42-year-old, previous high school 
quarterback who took the team to state 
playoffs. All we talked about and all we 
concentrated on was how good we used to 
be. I am in the Logistics Community, trained 
and prepared to be capable 
of employing my skillset in 
war. We were trained and 
prepared for the wrong 
war… we lost. Now what do 
we do? We live in an infinite 
game but are preparing for 
a finite one.31 There will be 
a next time, there is always 
a next time. We need to 
prepare differently. We need 
to accelerate the change, we 
need to accelerate logistics 
or lose, again.
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Why ACE Will Fail Before It Ever 
Begins… and It’s Not Logistics
By: Lieutenant Colonel Michael Lasher

The “want of” problem is one all US Air Force (USAF) 
maintainers are familiar with. I know I am guilty of 
claiming “If I only had more parts I wouldn’t have 
broken aircraft.” While deployed, I have successfully 
worked with my team to increase supply kit spare 

levels for parts, which spare levels never 
seemed to keep up with demand. Through 
the years, I successfully convinced O-6s to 
sign green and purple sheets. At the point of 
maintenance, the user perceives a demand 
for more parts delivered faster to keep up 
with the demand. But what if we look at the 
want of problem not from the perspective 
of speed but from another light? Because 
from the perspective of logistics speed we 
have assumed we have done everything 
to make the parts as good as possible, 
and we know that simply is not true. What 
if we ask ourselves why are we replacing 

The distinction 
and relationship 
between reliability 
and availability is 
the heart of the 
want of problem. 

For the want of a nail the shoe was lost. 
For the want of a shoe the horse was lost. 
For the want of a horse the rider was lost. 
For the want of a rider the battle was lost. 
For the want of a battle the kingdom was lost. 
And all for the want of a horseshoe-nail.

If we lower the probability of 
failure, we then increase the 
availability of an asset. 

parts at a faster rate? Asking this question 
leads us to explore the causes of materiel 
demand. Very quickly we find ourselves 
apart from the desire for more parts, and 
we wander into a realm where the idea of 
more reliable parts becomes apparent. 
The distinction and relationship between 
reliability and availability is the heart of 
the want of problem. It is critical that USAF 
logisticians, engineers, and the corporate 
structure consider our want of problem from 
the reliability perspective if we expect to 
compete in an environment where distance, 
dispersed operation, and contested lines of 
logistics will slow us down.

The 2005 DoD Guide for Achieving Reliability, 
Availability, and Maintainability offers clear 
definitions of availability and reliability 
that help us distinguish between the two 
concepts. Availability is: 

The measure of the degree to which an 
item is in an operable state and can be 
committed at the start of a mission when 
the mission is called for at an unknown 
(random) point in time. Availability as 
measured by the user is a function of 
how often failures occur and corrective 
maintenance is required, how often 
preventative maintenance is performed, 
how quickly indicated failures can be 
isolated and repaired, how quickly 
preventive maintenance tasks can 
be performed, and how long logistics 
support delays contribute to down time.

If you are a maintenance or logistics 
readiness officer, you are keenly aware 
of the myriad of metrics we obsess over 
to keep track of our asset availability, 
chief among them is the almighty Aircraft 
Availability rate.

On the other hand, however, is reliability. 
Reliability is: 

The probability of an item to perform a 
required or intended function without 
failure under stated conditions for a 
specified period of time. Reliability is 
further divided into mission reliability 
and logistics reliability. Reliability is a 
measure of whether or not an item will 
function properly when used by typical 
users in its operating environment. 
Reliability is a function of the environment 
and the stresses it places on a system. 
The conditions of use include, but are not 
limited to, the environment of operation 
(such things as temperature, season of 
the year, operating time, dust, vibration, 
acoustic environment, geographic 
location), maintenance as specified, and 
operation within the design specifications.

A key element of reliability that distinguishes 
it from availability is the word probability. 
Where availability is a measure of a degree 
often associated with speed, reliability is a 
measure of probability.

Yet, within both definitions one word links 
the two concepts: failure. Reliability is 
a probability of failure occurrence and 
availability is a function of how often those 
failures occur and how quickly they can be 
corrected. So, if we lower the probability of 
failure, we then increase the availability of 
an asset . In a system of systems, such as 
an aircraft, increased probability of failure 
of a single element critical to the overall 
systems function affects the overall systems 
reliability and availability. Essentially, the 
reliability of our aircraft is based on the 
lowest common denominator within the 
system of system. In the opening proverb the 
nail was the lowest common denominator. 
Chances are any maintenance officer in 
the USAF knows which component on their 
aircraft is the lowest common denominator. 
You know, the items at the top of your supply 
non-mission capable driver list.

Image Above: An Airman from the 127th Aircraft Maintenance Squadron, Selfridge Air National Guard Base, Mich., marshals an A-10 Thunderbolt 
II during an Integrated Combat Turn during exercise Agile Rage 22 at Alpena Combat Readiness Training Center, Mich., June 7, 2022. The 
exercise focused on Agile Combat Employment, which is the ability to project combat power anytime, anywhere, while remaining operationally 
unpredictable to complicate an adversary's decision-making process. (U.S. Army National Guard photo by Master Sgt. David Kujawa)
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Data analytics, conducted by the 
USAF’s Condition Based Maintenance 
Program Office with the intent to 
predict component failures, finds 
that most components analyzed 
are statistically not reliable enough 
to predict using Weibull analysis 
methods. Many components exhibit 
performance characteristics which 
suggest their highest probability 
of failure shortly after installation, 
making predictive removal too 
burdensome. Other components have 
failure characteristics which suggest 
that their probability of failure is not 
statistically reliable and therefore 
predictive removal could likely 
sacrifice valuable remaining useful 
life. For the sake of comparison, 
the ideal components exhibit an 

increasing probability of failure the 
more flight hours or cycles they are 
on wing. These components are 
statistically reliable enough to make 
accurate predictions to the point that 
predictions made using this method 
create sufficient evidence of need to 
perform maintenance activity. In other 
words, it is more likely that acting 
upon those predictions and changing 
the part will avoid an unscheduled 
break than allowing the component 

In the case of the aging USAF fleet, we can call our early 
component failures a geriatric mortality problem. The 
components are experiencing a rapidly diminishing reliability 
due to decades of removal, test, repair, and reinstallation 
activities that cause additional wear and tear.

If we stop and think about our 
supply problems from the reliability 
perspective, might we simply find 
some aspect of that component’s 
make up, or possibly even its 
operating environment, is causing 
it to exhibit a probability of failure 
beyond which the supply chain 
can keep up with? This requires 
one to think beyond their Aircraft 
Maintenance Unit, base, Major 
Command, and even the fleet of 
aircraft. The increased probability 
of failure of aging components is 
causing increased simultaneous 
failures across the fleet, all while 
spare components are tied up in 
transit and repair, driving up mission 
capable (MICAP) orders across the 
fleet. The natural order of materiel 
degradation implies that unless 
proactively addressed, components 
will become increasingly more 
unreliable the more they are used, 
removed, repaired, and replaced. 
This is exceptionally true in sensitive 
electronic components that make up 
the vast majority of our MICAPs.

Image Above: U.S. Air Force Airmen from the 354th Fighter Generation Squadron perform a post flight inspection on an A-10 
Thunderbolt II during Bushwhacker 22-07 at Naval Auxiliary Landing Field Fentress, Virginia, Nov. 4, 2022. The 355th Wing continues 
to train dynamic force employment and agile combat employment. (U.S. Air Force photo by Airman 1st Class Paige Weldon)

to continue to fly. If we were talking 
about new components it may be 
fair to say they suffer from an infant 
mortality problem. In the case of 
the aging USAF fleet, we can call 
our early component failures a 
geriatric mortality problem. The 
components are experiencing a 
rapidly diminishing reliability due to 
decades of removal, test, repair, and 
reinstallation activities that cause 
additional wear and tear.

In 2019, the Office of the Assistant 
Secretary of Defense published a 
memorandum to Service Secretaries 
addressing electronics intermittence 
across the DoD’s sustainment 
enterprise. That memo states: 

Electronics maintenance is a leading 
driver of weapon systems non-
availability, accounting for over $10B 
in FY18 sustainment costs. It is not 
uncommon for up to fifty percent 
of electronic components entering 
maintenance to be No-Fault-Found 
[NFF]; exacerbating electronics 
availability issues and resulting in 
over 278,000 days of end-item system 
non availability and approximately 
$3 billion in non-value-added 
sustainment cost annually.

The smallest crack in a solder joint, 
the slightest wear of shielding, the 
minutest rub of insulation will cause 
sensitive electronics to fail in the flight 
environment yet test good in the back 
shop. The problem has many facets. In 
one sense, the NFF found in the test and 
repair location is a false indication due 
to outdated electronic test equipment 
which fails to detect these slight but 
critical discrepancies. In another sense 
the NFF in the test and repair location 
may be accurate, and the true problem is 
the similarly degraded wiring harnesses 
on the aircraft. Either way, the 
discrepancies are often not effectively 
addressed the first, second, third, or 
more time, causing repeat occurrences 
of failures. As the DoD memo states, this 
problem is expensive, and it degrades 
our mission capability. 

The diminishing reliability of electronic 
components, plus our inability to adopt 
and scale state-of-the-art electronic 
testing equipment that would enable 
effective corrective actions, equals a 
serious problem set. Not only does it 
drive up costs and undermine mission 
capability—it is unhealthy to our 
workforce. The relentless pressure of 

an Air Force Wing’s daily flying demand 
drives line maintainers to duplicate work 
with cannibalizations, perform countless 
hours of troubleshooting, and conduct 
post repair operational checks only to 
get a diminishing number of flight hours 
out of every job they perform. Every day 
our aircraft break, and our maintainers 
put them back together again, and the 
data suggests they are breaking at 
an increasingly faster rate due to an 
increased probability of failure of our 
avionics components. This unhealthy 
work environment leaves maintainers 
physically and mentally exhausted at 
the end of their workdays. After years 
of relentless pressure like this, our 
maintainers take opportunities to part 
ways with the profession (either through 
in-service cross-training or separation 
entirely). Their exasperation after years 
creates a manpower vacuum and pulls 
more inexperienced workforce into 
positions of action and responsibility. 
The diminishing reliability of components 
is having a compounding effect on 
our workforce by pushing technicians 
away from the field and leaving a less-
experienced workforce to handle the 
problem. 

Another effect of diminishing component 
reliability is the impact it has on our 
ability to implement accurate predictive 
maintenance alerts. Predictive 
maintenance is accomplished by one 
of two primary methods. For reliable 
components, data analytics of historical 
maintenance information system data, 
using Artificial Intelligence and machine 
learning, can determine the probability of 
failure. (This method cannot accurately 
predict failure of components that do 
not exhibit sufficient reliability or have 
random failures early after installation.) 
The other method is to detect failures 
using sensor-based algorithms which 
persistently monitor a component’s 
performance and highlight system 
degradation before actual failure. This 
is an incredibly unfortunate casualty of 
degrading component reliability when 

The diminishing reliability 
of components is having 
a compounding effect on 
our workforce by pushing 
technicians away from the 
field and leaving a less-
experienced workforce to 
handle the problem. 

Accurate predictions of 
remaining useful life can 
indicate the future health 
of our aircraft, affording 
supply chain managers 
the opportunity to prepare 
and preposition the exact 
right quantity of assets 
at the exact right time 
maintainers need them .
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By investing in more robust reliability 
improvement programs, we prevent untold 
amounts of removals, replacements, 
transportation, ineffective repair, 
troubleshooting, and operational checks.  

you consider the enormous potential of predictive 
analytics to systematically synchronize the entire 
logistics and sustainment enterprise. Accurate 
predictions of remaining useful life can indicate 
the future health of our aircraft, affording supply 
chain managers the opportunity to prepare and 
preposition the exact right quantity of assets at 
the exact right time maintainers need them.

Diminishing reliability into the future jeopardizes 
our ability to project airpower in a near peer 
fight using adaptive operations and Agile 
Combat Employment (ACE) concepts. In these 
environments we need to pack light and travel 
quickly. We may not be able to depend on 
uncontested lines of logistics to move containers 
full of spare parts, necessary support equipment, 
or our home station cannibalization requests. 
Airlift will be at an all-time premium if it is even 
available in some locations at all. Adaptive 
operations will depend on decreased probability 
of failure to reduce the demand on the logistics 
system and increase operational reliability 
of our fleet. Multi-Capable Airmen (MCA) will 
be challenged to conduct a variety of tasks 
necessary to defend, operate, and generate. They 
won’t have time for cannibalization. Small fleet 
dynamics dispersed across a contested theater 
with unreliable parts could force Airmen to make 
tough decisions to cannibalize a single aircraft 
green up three, two, or even one more. This ratio 
will diminish aircraft availability numbers quickly. 
Solely focusing on availability of more assets 
as we have in conflicts of the past will not serve 
us well in the conflict of the future. The case for 

improved component reliability has wide ranging 
impacts; most dire of them all is the ability to 
generate airpower with lasting effects in a near 
peer conflict, ultimately increasing operational 
reliability and asset availability.

Logisticians and engineers across the 
sustainment enterprise must refocus our goals 
on improving the reliability of our assets. The 
truth is, we know how to enact highly effective 
reliability programs. We do it all the time for 
flight safety critical systems such as engines 
and ejections seats. Unscheduled failures in 
these systems can be catastrophic. It is no 
coincidence that these highly reliable systems 
have high rates of availability and low demand 
rates. We need to learn how to scale reliability 
programs beyond flight safety critical items 
to reach the components that impact fleet 
health. We need to think about and adequately 
resource reliability programs for the purpose of 
readiness, not just flight safety. These programs 
are governed by proven engineering analysis and 
processes. Investing in them can dramatically 
decrease the probability of component failure 
shortly after installation and, in many cases, 
make a component’s failure predictable.

The collection and analysis of data is 
instrumental to the persistent and effective 
identification of diminishing reliability. Artificial 
Intelligence and machine learning tools currently 
employed to analyze maintenance information 
system data highlight the diminishing reliability 
of components and serve as a basis for 

further analysis. However, the data we collect is 
insufficient to produce effective and minimally 
invasive corrective actions. Primarily, the fact 
that we do not collect serial number data of every 
repairable component removed and reinstalled on 
our aircraft severely hinders our ability to identify 
trends in root causes of degrading reliability. 
The employment of natural language processing 
analytics makes it easier to document, interpret, 
and analyze serial numbers simply using the free 
space in a corrective action block. Doing so would 
eliminate the need for maintenance information 
system architecture and business rule adaptations, 
thereby creating an instant boost to the accuracy 
of data analytic outcomes. Now more than ever, 
adequate and accurate data input at the most 
tactical level is critical to the future of our weapon 
system health.

Data analytics doesn’t solve the problem itself, 
however. At some point resources must be 
dedicated to the systematic and persistent pursuit 
of improved reliability. By investing in more robust 
reliability improvement programs, we prevent 
untold amounts of removals, replacements, 
transportation, ineffective repair, troubleshooting, 
and operational checks. This has the potential 
to save billions in weapon system sustainment 
costs, curbing the increasing delta between fiscal 
requirement and capability. Because component 
reliability perpetually degrades and our funding 
structure lags, we must learn how to project 
reliability investments. This will ensure we have 
funds available to persistently monitor and rapidly 
enact corrective actions immediately after 
reaching a definitive root cause. Current reliability 
programs are reactive in our funding structure. We 
observe a problem and request funding through the 
Program Objective Memorandum (POM) process—
while the problem gets worse—until we need to 

Airman 1st Class Dylan Prusso, 75th 
Fighter Generation Squadron crew 
chief, Moody Air Force Base, Ga., 
climbs on to an A-10C Thunderbolt 
II during exercise Green Flag-West 
23-02 at Marine Corps Air Station 
Miramar, Calif., Nov. 9, 2022. The 
549th Combat Training Squadron 
completed the Green Flag-West 
exercise Nov. 2-9, integrating U.S. 
Navy and U.S. Air Force command 
and control, tactical units, and 
intelligence, surveillance and 
reconnaissance, while operating 
from multiple locations across the 
West Coast. (U.S. Air Force photo 
by Senior Airman Zachary Rufus)

completely redesign the components. 
In the worst cases, corrective actions 
submitted for POM funding become 
obsolete before Congress even 
appropriates the money.

Our USAF is the most powerful force 
on the planet. We have trained the 
greatest Airmen the world has ever 
known. We have procured man’s most 
advanced weapon systems. We can touch the far 
reaches of space and every corner of the globe at a 
moment’s notice. Our sustainment enterprise has 
adapted and learned how to make our airframes last 
longer than we ever expected. All these efforts… 
yet we are still faced with increasing costs and 
diminishing asset availability. It is time we look at 
our problem differently—from the perspective of 
reliability versus availability. Primarily, we must 
address diminishing component reliability as the 
leading constraint to USAF aircraft availability. 
Doing so has the potential to dramatically improve 
the maintainability of weapon systems, relieving the 
burden upon our Airmen. Investments in reliability 
decrease overall weapon systems sustainment costs 
of our aging fleet. Reliability improvements afford 
us the potential to accurately predict impending 
failure and synchronize our entire sustainment 
process. And most importantly, improved reliability 
of components ensures that when our Airmen are 
called upon to literally save the world, they will not 
fall victim to the want of problem but can proceed 
confidently into harm’s way knowing their system 
will work. We must take an enterprise-wide enduring 
and persistent approach to reliability, realizing that 
every Airman, from the flightline, to the backshops, 
to the depot source of repair, the MAJCOMs, and the 
Air Force Headquarters staff, has a role to play in 
fundamentally changing the way we do business. I do 
not accept the want of a nail problem as our fate.
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It is no coincidence 
that these highly 
reliable systems 
have high rates of 
availability and low 
demand rates.  

By investing in more robust 
reliability improvement 
programs, we prevent 
untold amounts of 
removals, replacements, 
transportation, ineffective 
repair, troubleshooting, and 
operational checks.  
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Image Above: US Air Force Staff Sergeant Eli Haley, 45th Logistics Readiness Squadron Noncommissioned 
Officer In Charge of Plans and Programs, poses for a photo on Patrick Space Force Base, August 11, 2022. 
While managing all incoming Airmen and Guardians downrange, Logistic Plans also coordinate the movement 
of deployed personnel back to their home station. (US Space Force photo by Senior Airman Samuel Becker) 

Logistics Q&A with Space Force 
Mission Sustainment
By: Dara Hobbs, Chief Information Officer

What is the US Space Force responsible  
for as a military service?

The newest military service established 
December 20, 2019, the US Space Force, 
is responsible for organizing, training, and 
equipping Guardians to conduct global 
space operations that enhance the way our 
joint and coalition forces fight while also 
offering decision makers military options to 
achieve national objectives. 

How are Space Force logistics the same or 
different than Army, Navy, Marines, Coast 
Guard, and Air Force logistics?

Joint Publication 4-0 explains logistics 
doctrine for all six services. Logistics 
encompasses the processes, resources, 
and systems involved in generating, 
transporting, storing, and redeploying or 
reallocating materiel and personnel needed 
to support readiness. This includes aspects 
of military operations that deal with design 
and development, acquisition, storage, 
movement, distribution, maintenance, 
evacuation, and disposition of materiel, 
personnel, and facilities. Each service 
operates in a unique geographic domain. 
The US Space Force’s geographic domain 
is at or above 100 kilometers (54 nautical 
miles). 

What are the relationships between the 
Department of the Air Force, the Air Force, 
and the Space Force?

The Space Force is one of two services 
within the Department. Both the Space 
Force and the Air Force are in the 
Department of the Air Force; like the Navy 
and the Marines are both in the Department 
of the Navy.

How does the Air Force Logistics 
Enterprise support the Space Force? 

The Space Force stood up as a lean, 
agile, and mission-focused service. In 
implementing this vision and direction, 
the US Space Force derives almost all its 
support from the US Air Force, including 
infrastructure, logistics, security, medical 
services, and a host of other common 
capabilities.

What and where are the  
Space Force installations? 

• Peterson Space Force Base, Colorado
• Schriever Space Force Base, Colorado
• Buckley Space Force Base, Colorado 
• Los Angeles Air Force Base, California (to be renamed)
• Vandenberg Space Force Base, California
• Patrick Space Force Base, Florida
• Cape Canaveral Space Force Station, Florida
• Cape Cod Space Force Station, Massachusetts 
• Cheyenne Mountain Space Force Station, Colorado
• Cavalier Space Force Station, North Dakota
• Clear Space Force Station, Alaska
• Kaena Point Space Force Station, Hawaii
• New Boston Space Force Station, New Hampshire
• Thule Air Base, Greenland (to be renamed) 

The U.S. Air Force successfully launched the ninth 
Boeing-built Wideband Global SATCOM satellite aboard 
a United Launch Alliance Delta IV Evolved Expendable 
Launch Vehicle from Space Launch Complex 37B, Cape 
Canaveral Air Force Station, Florida at 8:18 p.m. EDT. 
(Courtesy photo by Tech. Sgt. Anthony Nelson)

Jondavid DuVall, Director, Federal 
Advisory, KPMG US, conducted a 
Logistics Q&A Session with members of 
the US Space Force Mission Sustainment 
Division team. Mr. DuVall has served 
as the Chief Operating Officer for the 
Logistics Officer Association for over a 
decade and is a career Logistician.

“It is critical we start educating all Logisticians and Maintainers on 
the important role the US Space Force has in the defense of our 
nation and the capability it provides to Combatant Commanders. 
I want to make sure this conversation begins early in one’s 
military career as a Logistician. As we tackle ACE and operate 
in contested environments our warfighters will rely upon USSF 
assets. Everyone needs to understand we fight as one team.” 

– Jondavid DuVall

https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp4_0ch1.pdf
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The Air Force has aircraft (weapon 
systems) to sustain; what does the 
Space Force sustain?

The Space Force has about fifty weapon 
systems to sustain. Don’t focus on the 
term weapon; it’s a word identifying a 
category-type for accounting purposes 
(it doesn’t mean space lasers). Space 
Force systems are acronym soup, with 
some spelled-out examples including 
Ballistic Missile Early Warning Systems 
(BMEWS), Precision Acquisition Vehicle 
Entry Phased Array Warning System 
(PAVE PAWS), Precision Acquisition 
Radar Attack Characterization System 
(PARCS), Space-Based Infrared System 
(SBIRS), Ground-Based Electro-Optical 
Deep Space Surveillance (GEODSS), and 
Global Positioning System (GPS).

Airmen maintain aircraft on the ground. 
How does the Space Force perform 
sustainment on satellites that remain 
in orbit?

Space Force sustainment requires on-
the-ground monitoring and maintaining 
of systems orbiting in space. This is 
done by establishing a link to a satellite 
and updating on-board software. 
Since we don’t physically work on and 
repair satellites in space, satellites 
are built with redundant hardware and 
software that can perform maintenance 
without human assistance as well as 
via control stations on the ground. Not 
all Space Force capabilities are in orbit. 
For example, Missile Warning/Missile 
Tracking encompasses ground stations 
around the globe. 

Mr. Rex Curry is engrained in the Department of the 
Air Force Logistics Enterprise. He was part of the 
initial cadre to stand up the Space Force Mission 
Sustainment. As Rex departs back to the Air Force 
Directorate of Logistics, Engineering, and Force 
Protection (AF/A4), we asked him his thoughts 
about the work he accomplished during these 
critical first 3 years of a new service.

In the last three years I have been continually 
amazed at how a small staff was able to accomplish 
so much with so few. Just recently General 
Raymond held his last staff all-call. There were 
several hundred Guardians and Airmen packed 
into the Pentagon auditorium. I recall at the first 
all-call there were less than 50 people. Within the 
Space Force Directorate of Logistics, Engineering, 
and Force Protection (SF/S4), we could not have 
stood up the Space Force Mission Sustainment 
staff (S4O) without the AF/A4 staff. Their amazing 
support allowed us to challenge the status quo—to 
be creative where we could but compliant when 
we must. Throughout this development we were 
able to streamline a lot of processes and eliminate 
some that just don’t apply to the Space Force. As I 
prepare to depart the Space Force, I am extremely 
proud of the team effort with the AF/A4, AFMC, 
AFIMSC (especially Detachment 1) and the Space 
Staff to make the Space Force successful.

Satellites are built with 
redundant hardware and 
software that can perform 
maintenance without 
human assistance as well 
as via control stations on 
the ground. 

A SpaceX Falcon 9 rocket carrying NASA astronaut and retired Marine 
Corps Col. Douglas Hurley and fellow crew member, Robert Behnken, 
is seen in this false-color infrared exposure as it launches from NASA’s 
Kennedy Space Center, Fla.’s Launch Complex 39A during NASA’s 
SpaceX Demo-2 mission to the International Space Station, May 30, 
2020. The mission with Hurley, a former test and fighter pilot, marks 
the resumption of human space flight from the United States. (U.S. 
Marine Corps photo courtesy of NASA by Bill Ingalls)

How can an officer, enlisted, or civilian 
Airman loggie be assigned at a Space 
Force installation?

Space Force installations host Air 
Force Logistics Readiness Squadrons 
which perform installation-level 
logistics functions. Air Force Materiel 
Command (AFMC) is the Servicing 
Major Command to the US Space Force, 
which means AFMC is responsible 
for executing Space Force support 
(including logistics). AFMC and/or 
Air Force Installation and Mission 
Support Command (AFIMSC) perform 
some major command-level logistics 
functions for Space Force installations. 
Lastly, the US Space Force’s Space 
Systems Command, an intermediate-
level field command located at Los 
Angeles Air Force Base, also has 
opportunities for Air Force loggies.

What are Field Commands 
(FIELDCOMs), and what do they do?

Space Force Field Commands are 
the service’s three operational 
intermediate headquarters: Space 
Operations Command (SpOC), Space 
Training and Readiness Command 
(STARCOM), and Space Systems 
Command (SSC). SSC, headquartered at 
Los Angeles Air Force Base, California, 
is responsible for the service’s space 
development, acquisition, launch, and 
logistics. SSC also manages the United 
States’ space launch ranges.

Each service operates in a 
unique geographic domain. 
The US Space Force’s 
geographic domain is at or 
above 100 kilometers  
(54 nautical miles). 

Space Systems Command 
… is responsible for 
the service’s space 
development, acquisition, 
launch, and logistics.

Approved for Public Release – Dara Hobbs, Chief 
Information Officer. Q&A Approved by Secretary 
of the Air Force Public Affairs

The Logistics Officer Association would like 
to thank the members of the Space Force 
Mission Sustainment Division for agreeing to 
a Logistics Q&A with Mr. DuVall: Colonel Paul 
Filcek, Mr. Rex Curry, Ms. Laura Radley, Mr. 
Kelvin McElroy, Ms. Shawnte Craig, Ms. Mitzi 
Hutcherson, Ms. Cyndi Landon, Mr. Gary Foy, 
Lieutenant Colonel Jessica Schneider, and Lt 
Col Doug Wiggers.

We look forward to continuing this 
conversation at #LOA2023!

Semper Supra!
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An Air Force Product Support 
Manager Perspective 
By: Rodger Chapin

The purpose behind this paper is to give the 
reader an idea of what it looks like when doing a 
major weapon system acquisition as a product 
support manager (PSM). It highlights those 
challenges and approaches taken to provide a 
supportable and sustainable weapon system 
based on a commercial aircraft. It is not all 
encompassing, but rather written so one can 
realize the complexities with acquiring and 
delivering a state-of-the-art weapon system.

Introduction

When I was appointed as the KC-46 PSM, 
the program was entering the Milestone C 
acquisition life cycle phase. The program of 
record was for procurement and fielding of 
179 new refueling tankers at a program cost 
upwards of $56B which includes the stand up of 
ten main operating bases and the formal training 
unit, to include corresponding infrastructure. 

Image Above: Airmen assigned to the 660th Aircraft Maintenance Squadron swap an engine on a 
KC-10 Extender at Travis Air Force Base, Calif., Oct. 25, 2022. The 660th AMXS maintains, repairs 
and advances Travis AFB’s fleet of KC-10s. (U.S. Air Force photo by Nicholas Pilch)

The lead MAJCOM is Air Mobility Command 
(AMC) with Air Force Reserve Command, Air 
National Guard Bureau, and Air Education 
Training Command as operators of the KC-
46. This is the first organically sustained 
Federal Aviation Administration (FAA) 
certified Commercial Derivative Aircraft 
(CDA) weapon system. 

To provide some context, the KC-46 is a 
Military Commercial Derivative Aircraft 
(MCDA), based on the Boeing 767 commercial 
aircraft. The KC-46 is derived from several 
events which involved multiple organizations 
and a worldwide supply chain. The aircraft 
began its journey with Boeing Commercial 
Aircraft (BCA) building a variant of the 767 
which results in what would be a provisioned 
767-2C cargo aircraft. The new 767-2C 
is built to FAA regulations, policy, and 
guidance on a commercial FAA certified 
production line. In combination with 
modeling, testing, engineering analyses and 
reports the new variant received an FAA 
Amended Type Certificate (ATC). The new 
767-2C configuration is then transferred, 
(sold off), to Boeing Defense Systems 
(BDS) under an FAA 8130-31, Statement 
of Conformity. After taking delivery, BDS 
modifies the commercial 767-2C aircraft 
with aerial refueling capability, defensive 
systems, military communications, and 
other necessary modifications to produce 
the final KC-46 configuration. Of note, BDS 
developed the KC-46 IAW FAA commercial 
standards, except for a select set of 
systems/components which the FAA could 
not or would not certify. By adhering to the 
commercial standards BDS was granted a 
Supplemental Type Certificate (STC) by the 
FAA. In addition to the ATC and STC, the 
Air Force (AF) engineering team through 
its analysis and testing granted a Military 
Flight Release which confirmed the KC-46 
meets AF airworthiness criteria. There are 

significantly more levels of detail involved 
in all the certification processes noted, 
but this is a general concept of how Boeing 
developed, produced, and delivered the 
KC-46.

So why is certification relevant to an AF 
combat coded-aircraft and why does 
this matter? Some of the reasons were 
decisions early in the acquisition strategy 
and it follows guidance from AFI62-601, 
USAF Airworthiness. Additionally, it aided 
in reducing program costs with regards to 
developmental testing, but also lent itself 
to work in favor of aircraft sustainment.

How does keeping the type certifications 
help or support sustainment? The 
commercial aircraft industry uses 
Airworthiness Directives, Service Bulletins 
(SB), and Service letters. Since AMC is the 
owner/operator of the KC-46, as defined 
by 14 CFR 121, Air Carrier Certification, 
the program receives all three of the 
documents/packages. The so what factor 
is the fact these documents have already 
had the engineering analysis completed 
and the solution has been determined safe 
to incorporate by the FAA. Under most 
acquisitions, when there is a change that 
affects the aircraft, system, or subsystem 
the program would have to fund the 
engineering work to be accomplished, 
normally through an engineering change 
proposal. There are benefits to CDAs that 
support aircraft sustainment which we 
would not normally receive. 

Other sustainment aspects which should 
remain or be pursued are the commercial 
supply chain for spares and consumables, 
FAA accepted maintenance program 
(implementation of the commercial 
scheduled alpha checks), commercial 
maintenance manuals, and extensive ability 
for use of full and open competition.

The aircraft began its 
journey with Boeing 
Commercial Aircraft (BCA) 
building a variant of the 
767 which results in what 
would be a provisioned 
767-2C cargo aircraft. 
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Making the Commercial Military

One of our most significant partnerships was with 
the Military Certification Office (MCO), located in 
Wichita, KS. I think most programs that interface 
with the MCO do so working through the initial 
airworthiness certification process and having them 
help to navigate through the FAA processes and 
procedures. In our case they were instrumental in 
helping us with our Meet-The-Intent (MTI) support 
and understanding the application of maintaining 
the aircraft airworthiness through maintenance. 
As one would expect, the engineering team was 
working to achieve airworthiness certification, while 
the sustainment team was defining how to sustain 
airworthiness through maintenance. 

Breaking down product support and sustainment 
across KC-46 drove a lot of innovation and new 
ways to do business. With a stakeholder team that 
spanned multiple MAJCOMs, Main Operating Bases 
(MOBs), depots, etc., the program touched almost 
every aspect of supportability and sustainment. As 
the PSM, you realize how important communication 
is and ensuring all levels of the chain of command 
are engaged where and when needed. Sometimes 
even when you don’t think it is needed, it is.

While there are multiple contributors to long term 
sustainment costs, and we had many, we understood 
the importance of a robust spares package for not 
only initial spares, but for the readiness spares 
package and standing up the supply chain in general. 
This effort was executed by what became a tri-
chair team comprised of the KC-46 Program office, 
448th Supply Chain Management Wing (SCMW), 
and Defense Logistics Agency (DLA). I use the term 
tri-chair because it was an integrated team of 
experts and leadership which was instrumental in 
building the complex supply chain the KC-46 was 
introducing.

When you break the KC-46 down into commercial 
versus military systems/components it has a 
significant amount of commerciality compared to 
most AF platforms. In this context and not in its 
entirety, commercial product means —

1. A product, other than real property, that is of a 
type customarily used by the general public or by 
nongovernmental entities for purposes other than 
governmental purposes, and–

• Has been sold, leased, or licensed  
to the general public; or

• Has been offered for sale, lease,  
or license to the general public;

2. A product that evolved from a product described 
in paragraph (1) of this definition through advances 
in technology or performance and that is not yet 
available in the commercial marketplace, but will 
be available in the commercial marketplace in 
time to satisfy the delivery requirements under a 
Government solicitation;…" (Federal Acquisition 
Regulation 2-101). 

While we don’t know the exact percentage, the 
estimate is the aircraft is approximately 90% to 93% 
commercial. With this, the first thought would be 
leveraging the commercial supply chain for BCA 700 
series aircraft parts as it seems logical and makes 
sense from a collaboration standpoint. However, 
early on the commercial supply chain users (current 
contractor 700 series operators) did not want to mix 
any military parts with the commercial parts. With 
the establishment of organic capability, most parts 
would be repaired in public depots and this approach 
made some believe they no longer would be considered 
airworthy under FAA policy and regulation. It is true we 
were standing up organic repair capability of parts, but 
this does not mean the part loses its airworthiness. The 
Air Force Sustainment Center (AFSC) published AFSC 
Instruction 62-603, Military Repair Station Program, 
which allowed for aircraft and parts depot repair, 
but for parts repair, the AF would not be authorized 
to attach an 8130-3, Authorized Release Certificate, 
Airworthiness Approval Tag. What we did learn from 
commercial industry is the process is not much 
different from our military component repairs other 
than a commercial part goes through a 14 CFR Part 145 
Repair Station (Air Agency) Certification which repairs 
and attaches the 8130-3, Airworthiness Approval Tag. 
The thing with KC-46 parts is even if they are repaired 
by the depot, a commercial user can run the same part 
from a KC-46 through a 145 repair station and have an 
8130-3 attached. So, using the depot for repair does not 
affect the airworthiness of the part, but it opens the 
aperture for greater latitude in parts moving between 
the AF and commercial industry.

Initial Procurement

One decision made by the program was to forgo 
a full-up provisioning process for the KC-46. 
The original requirement was to implement 
provisioning, but it was a tradeoff made early on. 
The contractor convinced the government that 
since most aircraft parts already have established 
maintenance programs in place, they would use 
this to establish the level of repair . This resulted 
in a procurement contracting officer letter 
establishing guidance on how the program would do 
provisioning, or rather apply Source, Maintenance 
& Recoverability (SM&R) codes, which impacted 
several sustainment products. By accepting this 
approach, the program nullified an important 
process for executing a Level of Repair Analysis 
(LORA), which is important in establishing the 
best economic level of repair for components, 
regardless of pedigree (commercial/military). What 
the program failed to realize is how the commercial 
industry defines a maintenance level versus how 
the military does. This definition played a large 
role in how the contractor applied SM&R codes. 
Instead of following the provisioning process 
supported by a LORA, comparative analysis, and 
SME review, we basically relied on a best guess 
based on commercial practices for level of repair 
and associated SM&R code recommendations. 
Another issue faced was when the government 
disagreed on a code they were challenged, since 
changes could have an adverse effect on the parts 
supportability requirements. Regardless of the 
type of acquisition it is important not to forgo 
supportability processes. 

An area where the program was executing well 
was in the procurement of spares and initial 
consumables. When you first looked at what was 

being accomplished you just saw it made good 
sense, but as time moves on and aircraft delivery 
schedules become misaligned you could find 
yourself in a situation where you’re running in 
front of the wagon. What was being done could 
be classified as Spares Acquisition Integrated 
with Production, (SAIP). The concept being we 
would buy spares in coordination with aircraft 
production deliveries, but on the basis the parts 
were provisioned and had a stable configuration. 
With such a high percentage of commercial 
parts the program felt component configuration 
was stable, except for the military unique parts, 
and applying SAIP made sense. Our program 
analyst ran our sparing model with the necessary 
variables and would provide projected quantity 
buys for the number of aircraft being bought in 
a particular lot. Once we completed the model 
runs the contractor would provide a proposal that 
included the aircraft lot buy, projected number 
of spares and support equipment to support that 
number of aircraft. We were buying our spares 
by part number so proposals were delivered with 
this information. While this is the right way to do 
it, what happened is while negotiating the final 
numbers and costs some part numbers would 
roll and we would need an updated proposal to 
reflect the new information. This would stop the 
negotiations and then we would have to restart 
once the new information was received. The start 
and stop negotiations were impacting the award 
of the overall lot buys so we had to adjust. It was 
decided that since the spares were impacting 
aircraft contract awards, we would disconnect 
them and support equipment (SE) to eliminate 
delayed contract award.

An area where the program was 
executing well was in the procurement 
of spares and initial consumables. 

The contractor convinced the government 
that since most aircraft parts already have 
established maintenance programs in place, they 
would use this to establish the level of repair . 
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Integrating Commercial and 
Military Supply Chains

As mentioned, we made the decision to 
disconnect the spares from the aircraft 
lot buys, so the team began working 
on a new approach for procuring our 
spares and subsequently our SE. In a 
conversation with the Chief of Contracts 
we discussed why we did not leverage 
more competition for our spares. If the 
aircraft was ~90% commercial, why 
not buy spares on the market using 
competition? Contracts took on the effort 
to investigate this possibility supported 
by the sustainment team for the technical 
and program management aspects. 
After much hard work it was determined 
we could in fact develop a Multi-Award 
Indefinite Delivery Indefinite Quantity 
(MIDIQ) contract for open competition for 
spares. This was a first where I saw how 
we could maximize competition in order 
to achieve lower costs and delivery times 
for spares.

Being good stewards, the program was 
procuring spares and consumables under 
our lot buys, which made sense until it 
was realized buying consumables was 
not the program’s responsibility. Our 
consumables, like most, fall under the 
management responsibility of DLA who 
let us know we should not be doing this. 
The program removed all consumables 
and DLA picked up the workload.

With the KC-46 retaining its FAA type 
certificates, a challenge emerged and 
caused some ripples in our spares 
and consumable procurement. When 
sustaining an FAA type certified aircraft, 
all parts must be FAA approved. What 
this means is the parts must be traceable 
via paperwork that shows they were 
produced in a qualified manufacturing 
facility and to quality standards accepted 
by the FAA. Not only does this apply to 
repairable components but consumables 
as well. Our first encounter happened 
when we looked at leveraging the Navy 

P-8 program since they were based on 
a Boeing 737 airframe. However, we 
were informed the P-8 parts could not 
be used on KC-46 due to how the Navy 
contracted for the program and how 
they were sustaining it. Based on this 
we were not able to leverage the P-8. 
We still struggled with the consumable 
piece since the processes used by 
DLA are designed to support DOD and 
all the services. The challenge was 
the traceability of consumables to the 
original equipment manufacturer (OEM) 
paperwork. Per guidance we had to 
have a means to trace all the aircraft 
parts to the OEM who produced the 
parts down to the last nut, bolt, and 
cotter pin. We worked with AMC to 
make a change to the supply policy, but 
it became too difficult with continuous 
roadblocks. Upon my departure they 
still had no clear way forward, but 
were still working to try and find one. 
Even without the policy update the 
bases were working to maintain all the 
appropriate paperwork for the parts.

Test pilots and personnel from the 418th Flight Test Squadron, out of Edwards Air 
Force Base, California, conducted aerial refueling testing with a KC-46 Pegasus 
and an E-4B Nightwatch, out of Offutt Air Force Base, Nebraska, in the skies over 
Southern California, April 4. (Air Force photo by Christian Turner)

Initial Fielding and Initial Spares

The program reached a point where the 
fleet began fielding, but at a slower pace 
than anticipated and the aircraft were 
not being flown at the levels expected. 
This was attributable to many factors: 
production delays, available aircrews, 
implementing a maintenance program 
new to the fleet, etc. These caused 
limited to no demand on parts, to the 
point where our sparing levels and 
demands where disconnected causing 
potential overstocking. It also showed 
a few one-off high failure items that 
were not expected to fail so quickly. 
These drivers made it necessary for the 
program to level out our sparing. This 
feedback was used to adjust our future 
buys to ensure we were not overbuying 
parts. The hardest part in sparing initially 
is using mostly estimated failure data. 
Again, I am not convinced for most, if 
not all, the commercial parts there is no 
available reliability data that could have 
made our spares projections a lot better.

The SE program had some challenges, 
but for the most part followed the 
standard SE acquisition processes. The 
company provided Support Equipment 
Recommendation Data (SERD) documents 
for processing and the AF team reviewed 
and approved or disapproved them. We 
ran into issues with the purchase of 
the commercial SE. It wasn’t across all 
the commercial equipment, but we did 
have some issues with size and weight. 
A few that stood out were the air start 
cart, air conditioning cart, and the 180 
KVA generators for the commercial 
767. The requirement was for the SE to 
be deployable, which the AF believed 
meant onboard the KC-46. However, we 
learned the contractor’s interpretation 
of deployable did not necessarily mean 
by air. This disconnect added a few 
challenges on some SE but also drove 
the AF to start looking harder at what 
we had in the government inventory 

that had the same function. I admit this 
should have been done in the initial SERD 
review process. There are a few examples 
of these issues, but since SE does not 
require or have any special commercial 
certifications, we had the latitude to look 
for and in some instances find suitable 
substitutes with existing government SE.

One thing mentioned earlier in the spares 
was the procurement of the spares and 
SE as part of the aircraft production lot 
buys. When we pulled the spares buy from 
the production lots, we did the same with 
the SE. The approach was the same to 
use an MIDIQ and buy the SE through open 
competition. The one thing with a CDA is 
from a sustainment perspective you can 
open the competition aperture wide.

The company provided 
Support Equipment 
Recommendation Data 
(SERD) documents for 
processing and the AF team 
reviewed and approved or 
disapproved them. 

The decision for 
leveraging commercial 
manuals in lieu of full MIL-
SPEC manuals managed 
to save the program some 
funding, but we still had 
challenges which reduced 
some of the savings. 

A KC-46 Pegasus assigned to Joint Base McGuire-Dix-Lakehurst, N.J. prepares for 
air refueling during the first mission over the North Atlantic Ocean, Dec. 2, 2021. 
The KC-46 maintains air refueling edge through the use of both the refueling boom 
and drogue systems, allowing for simultaneous air refueling of multiple aircraft 
with wing pods. (U.S. Air Force photo by Senior Airman Ariel Owings)

Our lesson learned was just 
because you have existing 
commercial manuals, don’t 
assume they are clean and 
ready to go. 
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Developing the Manuals

The decision for leveraging commercial 
manuals in lieu of full MIL-SPEC manuals 
managed to save the program some 
funding, but we still had challenges which 
reduced some of the savings. Based 
on this the program acquired hybrid 
aircraft maintenance manuals (AMM), SE 
manuals (commercial), and as-delivered 
component maintenance manuals (CMM) 
for the weapon system. The AMM as 
noted was a hybrid of the commercial 
and military maintenance manual style 
and formats but maximized the use 
of the standard technical order (TO) 
development processes. The CMM and SE 
manuals were delivered and given a cover 
sheet to identify it with a TO number so 
we could manage it in the AF. 

As with most weapon systems, the 
technical manuals are a challenge; the 
KC-46 was no different. Of course, your 
first thought is, “Hey, they’re commercial 
and should already exist for the 767, 
so how much is there left?” I say this 
because that was my first thought: 
since they exist, how much effort 
is there to field them? The program 
requirement was for a Type 2 Interactive 
Electronic Technical Manual (IETM), IAW 
S1000D, International Specification for 
Publications. Upon assessing the aircraft 
TO program there where thousands of 
outstanding comments to be worked 
off for the manuals to field. This was 
concerning since the program had just 
entered Milestone C and at this point 
most of the TO work should have been 
completed and getting ready to support 
initial operational test and evaluation 
(IOT&E). As with most acquisition 
programs there was a lot of back and 
forth on what needed to be done, what 
should be done, and what was required 
to be delivered and when. These were 
the pacing challenges for the program. 
Our lesson learned was just because 
you have existing commercial manuals, 
don’t assume they are clean and ready 
to go. As of my departure there were still 

some manuals being worked to get them 
delivered, a few of which were critical to 
maintaining aircraft airworthiness.

With a commercial aircraft, the operator 
(AMC in this case) is provided with the 
Instructions for Continued Airworthiness 
(ICA), which is part of the data delivery 
from the manufacturer to the new 
owner-operator. In general, ICAs are the 
operating and maintenance manuals for 
the aircraft. In addition, these documents 
fall into various categories such as 
accepted or approved manuals. Examples 
of accepted/approved are, AMM, CMM, 
Master Minimum Equipment List (MMEL), 
and Structural Repair Manual (SRM). In 
the case of the SRM (approved), the FAA 
physically signs off in the manual on 
certain procedures. The point here is 
there is a lot of due diligence from the 
FAA on the ICAs provided to an operator. 
This is important because when changes 
are made there is a high potential the 
change must be reviewed and concurred 
with by the FAA Unit Member (UM) or the 
Organization Designation Authorization 
(ODA).

Since developed and delivered 
commercial AMMs were already available, 
the development of the IETM was done 
by converting PDFs in most cases and 
digitally transferring them into the 
Common Source Database (CSDB). This 
caused issues with mapping the tasks 
and in some cases captured procedures 
that were not relevant to the KC-46. 
Most of the issues revolved around how 
the contractor developed or digitized 
the data and input it into the CSDB. They 
used a page block format which was 
converted to a data module in the IETM. 
This action caused additional work and 
delays to development and fielding of 
the IETM. One of the major issues was 
with the conversion of the SRM to the 
IETM. The SRM is an approved manual as 
mentioned and carries FAA signatures 
on many tasks. Our requirements were 
for all AMM, Illustrated Parts Catalogs 
(IPC), wiring diagrams, etc., to be in IETM 

format. The claim from the contractor was 
that since the SRM had signatures they 
could not convert it to the IETM format. 
To be honest, I am not sure we ever really 
did get a straight answer on whether we 
could or could not. I am not sure if we ever 
managed to digitize the manual. There 
were more detailed complications, but 
the team managed to work through them 
and is still doing so. This is a snippet of the 
TO program for the KC-46, but in all the 
team and contractor worked diligently—
albeit not always happily—to deliver 
digital commercial manuals. Utilization of 
commercial manuals posed challenges, but 
in the end the decision to use or build from 
them was the right one.

One aspect of the TO program which 
struck me as strange was an issue with 
the IPC, a commercial product. We kept 
trying to verify the IPC using a comparison 
percentage to the production configuration 
of the aircraft. The IPC should reflect 
the configuration of the aircraft and 
the parts installed. Our Technical Order 
Management Agency (TOMA) had the TO 
team do as much comparison as possible 
and it was discovered using our sparing 
part numbers and other data that the 
IPC was disconnected from the aircraft 
configuration. We thought this was not a 
good thing so we notified the FAA of the 
issue. What I learned was the IPC is not 
considered an ICA document, so they did 
not feel it was a concern. I tried to figure 
this out in my head and then realized if 
there were an accident with an aircraft 
they would not look at the IPC for what 
the configuration was, but rather the 
engineering drawings and data. This made 
sense based on how rapidly the aircraft 
configurations change and the use of 
thousands of parts that could not keep 
up with the IPC publishing cycle. Another 
lesson learned about CDAs: the commercial 
aviation industry has standard or planned 
publishing cycles for the manuals just as 
the military does; however, their releases 
are different from AF standards, so the TO 
team worked to align the release cycles as 
close to AF standards as possible.

Making the Old New

While the 767 aircraft is a 1980s vintage, 
today the contractor is delivering the KC-46 
variant with updated avionics, software, 
and mechanical systems . What some do 
not realize is the KC-46 was derived by 
combining multiple 767 major structures 
and flight systems from other 700 series 
aircraft. The KC-46 is considered a smart 
aircraft providing onboard diagnostics and 
information from a comprehensive sensor 
system. As such, the aircraft information 
program (AIP) provides approximately 
219 data points for aircraft malfunctions 
captured by the on-board maintenance 
system. Additionally, other aircraft 
data is also made available via the data 
networks on board to support future data 
requirements. With the ongoing need to 
turn aircraft quickly this capability provides 
for faster diagnostics and troubleshooting 
by reducing the ambiguity groups of 
components. However, we all know on 
board data capture is a good thing if you 
can download and process the data. The 
KC-46 had a requirement to utilize the 
Common Aircraft Portable Reprogramming 
Equipment (CAPRE) as the preferred 
maintenance laptop. This was written into 
the aircraft system specification, which 

While the 767 aircraft 
is a 1980s vintage, 
today the contractor 
is delivering the KC-46 
variant with updated 
avionics, software, and 
mechanical systems. 

meant we would have to ensure the aircraft 
data networks interfaced and worked with 
the CAPRE.

Heading into IOT&E the CAPRE was to be 
used as the primary maintenance laptop for 
the aircraft data and then transfer it to the 
maintenance data systems. However, we 
learned the contractor had not integrated 
the CAPRE into the overall maintenance 
program and instead had been using a 
company maintenance laptop. This was 
a little concerning since the government 
had provided several CAPRE laptops as 
government furnished equipment for 
integrating them into the maintenance 
program as our primary maintenance 
computer. We had to put together a team 
to work with the CAPRE program office and 
contractor to define the issues we would 
need to resolve to make the CAPRE work with 
the aircraft. This effort shouldn’t have been 
required, but the team did resolve several 
issues and software updates and fixes to 
make the CAPRE work with the aircraft. Since 
we did not have someone actively monitoring 
this, we were caught short but recovered. 
In a lot of cases a program cannot recover 
and ends up with a contractor-furnished 
equipment (CFE) solution which costs more 
and drives requirements change.

New Hampshire-
based KC-46A 
aircrew refuel a U.S. 
Navy F/A-18F Super 
Hornet off the coast 
of Maryland, July 1, 
2020. This marked 
the first time the 
aircrew utilized the 
KC-46A centerline 
drogue system to 
refuel an aircraft. 
(U.S. Navy photo by 
Lt. Zach Fisher)
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With the implementation of CAMP and application 
of CASS the program office decided to leverage an 
existing Government Owned/Contractor Operated 
system developed by Booz Allen Hamilton to support 
the KC-46 fleet. The system, Life Cycle Management 
Program – Integrated Data Environment (LCMP-IDE) 
was in use by the AF and other services. The core 
LCMP-IDE system was a program management 
system supporting cost/schedule/performance, 
but they had also developed some automated forms 
supporting KC-135 technical order sustainment. 
To ensure the program executed CAMP as close to 
the standards set by FAA, the decision was made 
to leverage LCMP-IDE and spiral off the Pegasus 
Fleet Management Tool (PFMT). Not only did PFMT 
provide the program with the necessary capability 
to implement CAMP & CASS, but it also provided 
a means to capture all the aircraft data from first 
flight to its current fielded state. This was critical for 
several reasons, all of which supported the longer-
term sustainment objectives of the fleet.

To be compliant with 14 CFR 121 for Extended-range 
Twin-engine Operational Performance Standards 
(ETOPS), a manual was developed to address those 
specific tasks and requirements that had to be met. 
The program developed and produced with AMC an 
ETOPS manual specifically to address the KC-46 
requirements. The unique thing in the commercial 
aviation industry is their fleets are managed as 
ETOPS and non-ETOPS. Our struggle was how 
could we do this; the result was to make all aircraft 
ETOPS compliant. Besides the maintenance aspects 
of ETOPS you must also keep your ETOPS parts 
separate from those going on non-ETOPS aircraft, 
another challenge we met by going all ETOPS. In the 
end we achieved what we needed in order to sustain 
aircraft airworthiness.

Another critical piece to the 
KC-46 maintenance program 
was the implementation of 
Continuous Airworthiness 
Maintenance Program (CAMP). 

Not Your Normal PDM

The maintenance program as mentioned 
followed the commercial process for 
development. In the commercial aviation 
industry, the aircraft follow an alpha 
check scheduled maintenance program. 
To accomplish this a rigorous scheduled 
maintenance program was developed 
using the Maintenance Steering Group 
3 (MSG-3) analysis. A team of AF, FAA 
and OEM maintenance experts analyzed 
over 5000+ maintenance procedures 
and established the initial scheduled 
maintenance task to be performed. 
Each task was assessed based on the 
time interval whether in months, cycles, 
years, etc. Some items had a contractor 
requirement for months after install, 
months after manufacture, which 
drove the scheduled timeline. Upon 
completion of the analysis these tasks 
were then packaged into either an "A" 
check or "C" check. Understanding the 
alpha check concept is step one of the 
maintenance programs, which is not too 
confusing, but it helps to correlate to our 
overall maintenance plan. The "A" check 
is a base/organization level scheduled 
check conducted every 60-days and is 
designated as an A1 through A12. The 
use of the "A" check was a paradigm shift 
from historical maintenance practices 
and introduced some challenges for the 
bases, but they adapted and developed 
ways to execute the maintenance 
program and maintain the aircraft 
airworthiness.

With regards to the "C" check these are 
considered depot-level actions and are 
performed at the designated depot, 
in this case, Tinker AFB, OK. The "C" 
checks, as with the "A", begin with the C1 
and continue for the life of the aircraft. 
A "C" check is performed every 2 years 
with each one building from the previous 
and becoming more complex as the 
aircraft ages. From a depot perspective 
the "C" checks are designated as a 

package based in alpha sequence, A, B, 
C, etc. These corresponding packages 
are used to build work specifications to 
support projected resourcing needs.

As discussed, the KC-46 maintenance 
program was developed from the basis 
of MSG-3 and accepted by the FAA in 
support of our MTI. Being based on MSG-3 
Reliability Centered Maintenance (RCM), 
the program was designed to incorporate 
scheduled tasks required to be performed 
on a given interval. When done correctly 
the scheduled tasks are adjusted based 
on data analysis to assess if a task is 
being done too often or not enough. 
This gives the maintenance group and 
sustainment a means to apply data to 
make maintenance program decisions. 
We learned this early on when the field 
identified several duplicate tasks which 
were being done at multiple intervals 
and appeared to be over-inspecting the 
systems. The program office enlisted 
help from the Air Force Life Cycle 
Management Center Engineering and 
Technical Management Directorate. It 
provided reliability and maintainability 
engineers to do some initial data analysis 
on tasks to identify possible areas of 
duplication or over-inspection. Since we 
were early in the fielding phase there was 
not enough data to truly assess over-or 
under-inspecting, but we could identify 
duplicate tasks. As the fleet matures and 
the data is collected the program will have 
the ability to make decisions to adjust 
scheduled maintenance and realign tasks.

The KC-46 team executed numerous 
Depot Maintenance Activation Working 
Group (DMAWG) planning meetings to 
standup up Tinker AFB as the organic 
depot for the KC-46. I will be the first 
to admit, the DMAWGs were not always 
calm and collective. There were a lot 
of stakeholders trying to ensure they 
had what they needed in order to be 

Rubber Meets the Road:  
Maintenance of the KC-46

One of the largest efforts for the KC-46 was the 
maintenance program. Since the aircraft was going 
to retain the FAA certifications it would have an 
accepted FAA maintenance program. To maintain the 
aircraft airworthiness it would have to be maintained 
IAW military and FAA guidance and policy. The AF 
would be following the guidance of AFI 21-101, 14 CFR 
121, and when applicable, 14 CFR 145. As mentioned 
earlier, we did not have the authority to apply all 
the 121/145 applications, so the AF would adhere 
where possible to the 121/145 processes as much as 
possible to ensure aircraft airworthiness through 
maintenance. Under commercial aviation industry 
standards aircraft airworthiness is maintained 
through maintenance by certified Airframe and 
Powerplant (A&P) mechanics. There was a question 
of how non-A&P mechanics (AF maintenance 
personnel), will execute maintenance on the aircraft 
and retain its airworthiness. To show compliance the 
AF provided over 1600 responses to safety attribute 
inspection questions the FAA generated from a 
review of AF maintenance and supply policies and 
procedures. After a comprehensive review the FAA 
agreed and provided the AF with a letter indicating 
they supported MTI. This allowed AF maintenance 
personnel to perform aircraft repairs without 
violating the airworthiness of the aircraft. To better 
understand this approach, a paper written by Mr. 
Darren Veneman, Military Commercial Derivative 
Aircraft (MCDA) and FAA Approved MTI, available at 
Defense Acquisition University, provides a detailed 
description of MTI.

Another critical piece to the KC-46 maintenance 
program was the implementation of Continuous 
Airworthiness Maintenance Program (CAMP). This 
program establishes a comprehensive process 
for continuous assessment of AF compliance to 
ensure the integrity of aircraft airworthiness from 
maintenance. The CAMP is comprised of 10 elements 
which are implemented and monitored through a 
Continuous Analysis Surveillance System (CASS), 
which is one of the 10 elements. The KC-46 program 
office codified CASS under T.O. 00-25-266-KC46 to 
ensure the AF maintained compliance with CAMP.

successful. So, in a lot of instances 
what looked like chaos was a lot of 
work getting done. The DMAWGs began 
early and will continue until all depot 
activities are stood up and executing.

With the aircraft following the "C" check 
cycle and not normal programmed 
depot maintenance (PDM) the program 
stood Tinker up years ahead of the 
normal activation cycle. This came with 
some challenges that had to be resolved 
to begin operations. One significant 
issue was developing a smoothing 
schedule to flow aircraft through the 
depot without stacking them up and 
grounding them due to waiting for a "C" 
check. To do this, our team analyst built 
a smoothing schedule accounting for 
over-fly allowance to maximize aircraft 
availability and maintain a constant 
work in progress (WIP) through the 
depot. The one concern we kept in front 
of us was aircraft availability, and we 
worked with AMC to establish the initial 
standard. This effort proved itself when 
Tinker turned the first "C" checks within 
the projected flow days (if memory 
serves, it was 36 days). What few people 
know is Tinker is the first in the history 
of the AF executing a CDA organic 
capability following an FAA accepted 
maintenance program. There was much 
more complexity to the activation of 
Tinker, but to capture it all would take 
many more pages. The takeaway is the 
stakeholders knew what needed to be 
done and worked through all the issues 
and challenges to execute a successful 
standup of the aircraft depot.
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Standing Up a Depot

I noted we stood Tinker’s capability up more 
rapidly than normal when activating a depot for 
organic sustainment. When you do this, you must 
be aware of the second and third order affects 
which may occur. While we were moving ahead 
smartly, we ran into issues with the stand up 
of Tinker’s military construction (MILCON) and 
infrastructure to accept the KC-46. You may 
question why we were you standing up the depot 
so quickly. When you have a maintenance program 
based on maintaining aircraft airworthiness 
through maintenance and keeping the aircraft 
certification, you must adhere to the FAA 
accepted maintenance program. In the case 
of the KC-46, if an aircraft does not have its “C” 
check completed on schedule then the aircraft 
is grounded until the “C” check is completed. 
Using the smoothing schedule developed and 
the projected maintenance bay standup, we 
were looking at a potential gap which would 
have resulted in a significant cost impact. With 
the support of AMC, AFMC, AFSC, HAF, and the 
program office we were able to work through 
the potential cost impact and reprioritize some 
MILCON actions to prevent multiple aircraft 
groundings in the future.

An area we struggled with was the authorities 
our sustaining engineers had responding to 
Technical Assistance Requests (TAR), TO 00-
25-107, Time Compliance Technical Orders, and 
depot Engineering TAR Form 202. In a lot of cases, 
they had to have dispositions of repair reviewed 
and accepted by an ODA prior to utilization or 
incorporation of the recommended repair into the 
maintenance program. This became cumbersome 
due to the length of time taken for the data to 
be reviewed by the ODA. To try and mitigate 
this latent process the program contracted a 
maintenance, repair, and overhaul (MRO) company, 
Aviation Technologies (AvTech). It provided 
designated engineering representative support 
taught out our engineers so they understood 
how much they could push before requiring UM/
ODA review. The approach was to work with our 
sustaining engineers and help them understand 
the maximum capabilities they had under the 14 
CFR 121 operator regulations.

As part of the depot activation the program 
office worked closely with the 448 SCMW and 
the 948th Supply Chain Management Group 
(SCMG) to transfer spares procured from the 
program to the SCMG. With the certification 
limitations the challenge was how would our 
supply chain engineers manage the parts based 
on limited provisioning data and access to 
component information. Additionally, since a 
majority of the component were commercial, 
our supply chain team had to be aware of the 
limitations they had regarding configuration and 
application of alternate parts. We realized there 
was a growing need for getting support to the 
supply chain engineers to help them navigate 
commercial component repairs in relationship 
to the use of FAA components. Again, we 
found ourselves learning the application of 
commercial practices. This is not the full depth 
of the issues, but an idea of challenges faced by 
the SCMG.

I have mentioned a couple items which relate 
to the criticality of configuration management, 
the IPC, and the components managed by 
the SCMG. KC-46 configuration management 
was a learning curve on commercial 
applications versus military. What 
we learned, unfortunately while the 
aircraft were in the IOT&E phase, was 
as the aircraft are being produced the 
OEM can at any given time execute a SB 
and make inline production changes to 
the aircraft. We were involved in a few 
high-profile configuration changes, but 
on a few occasions, we found out when 
maintenance was trying to do repairs 
or when test was executing test points. 
To understand this, imagine a supply 
chain with thousands of suppliers who 
make configuration changes, and you 
find out about it after you have received 
the end item. Yes, we do that in the DoD, but 
now think about it where you don’t have insight 
below the prime contract level or maybe the first 
sub-tier level. One of the prongs to increased 
long-term sustainment costs is the number of 
configurations a Mission Design Series (MDS) 
has. In the long-term, the KC-46 will no doubt fall 
victim to this as well.

Pay to Maintain? Contract or Organic 
Maintenance

Earlier, I mentioned the capability of breaking out 
different parts of the program and going out into 
the commercial market for parts, SE, etc. This is 
no different for the depot work as well. It was never 
the intent of the program to establish a contractor 
logistics support (CLS) contract or even offload 
work from the depot, but there are times when we 
must make the hard decisions. A good thing with the 
KC-46 is the program again followed the commercial 
model and developed a General Maintenance Manual 
(GMM), which allows any MRO the ability to perform 
maintenance on the KC-46. In fact, we did this with 
AvTech when we contracted them through Booz Allen 
Hamilton to provide design engineering reliability 
(DER) support and aid the program in understanding 
our boundaries for our sustaining engineering team. 
However, since the KC-46 is a military aircraft, 
there were some security issues we had to work 
through before they had access to the aircraft and 
information required to support the program. In 
addition to the security requirements the CASS 
team also had to execute an Approved Maintenance 
Provider checklist to identify AvTech as such. This 
action is true for any non-military entity which 
performs any type of service or maintenance on the 
KC-46.

In the business of product acquisition and 
development, you must ultimately field the system; 
this was no different for the KC-46. There were 
years and thousands of work-hours spent planning 
the delivery and bed down of the KC-46. We 
executed day-in-the-life activities for supply, met 
and discussed SE plans, laid out the maintenance 
program, all those things you would do to accept 
the system. As with all planning, reality sets in when 
you deliver and you start finding out those things 
you did not account for, as well as the Murphy’s 
Law moments. We can plan all we want, but when 
actuality meets reality, things tend to go sideways at 
times. To be honest, for the most part delivery and 
initial operations went okay, but we did have issues. 
The first aircraft were delivered to McConnell AFB, 
22 ARW in January 2019, with the next deliveries to 
Altus AFB, OK, the Formal Training Unit. During the 
planning we knew the bases would have a paradigm 
shift with the KC-46 maintenance program. It did 
not follow the traditional maintenance we normally 

employ in the AF. This became evident early on with 
McConnell which found itself working double time 
to keep up with the maintenance demands. 

A great article written by Captain Carissa Dobbins, 
"A Peak Behind the Pegasus," (published in LOA’s 
Spring 2021 Exceptional Release, Issue 153) gives 
a good representation of how McConnell AFB, 
maintaining two MDS platforms with limited 
resources, implemented a program to ensure 
it retained the airworthiness of the KC-46. As 
mentioned, Altus received its KC-46s behind 
McConnell and began standing up the formal 
training for aircrews. They also had to work 
through the new maintenance program but had 
some familiarity with the concept of alpha checks 
based on their civilian work force. This does not 
mean they had no challenges; they did, but they 
managed to work through them. They also became 
invaluable for working closely with McConnell 
on things they were finding and learning. We 
knew through planning the KC-46 maintenance 
program would pose challenges to the bases and 
worked to ensure issues were addressed quickly 
and mitigations or fixes put into place. While the 
maintenance side worked through its challenges, 
the Logistics Readiness Squadron (LRS) was also 
facing some new approaches for supply. The parts 
coming in contained 8130-3 tags which required 
review against the parts; if they did not match, the 
parts had to be placed into quarantine until the 
disconnects could be resolved. As noted earlier, one 
of our challenges was maintaining the paperwork 
associated with a part. Once a part is received the 
operator must retain the paperwork for the life 
of the part. Through the day-in-the-life activities 
the LRS developed processes to ensure it could 
manage the commercial aspects.

Some may say, “What about the Technical Data 
Package? How did you manage that?” As of my 
departure there were ongoing discussions and 
options were being addressed. This is an issue, 
as with all our platforms, and while I have my own 
thoughts on how the TDP should be handled they 
are just that, my own thoughts. I have no doubt this 
will be resolved to a level necessary for the AF to 
continue long term sustainment of the KC-46.

As part of the depot 
activation the program 
office worked closely 
with the 448 SCMW and 
the 948th Supply Chain 
Management Group 
(SCMG) to transfer spares 
procured from the 
program to the SCMG. 



40  |   E XC E P T I O N A L R E L E A S E M I L I TA R Y  J O U R N A L |  AT L O A .O R G |  I S S U E 1 5 9 I S S U E 1 5 9  |  AT L O A .O R G |  E XC E P T I O N A L R E L E A S E M I L I TA R Y J O U R N A L |  41

The KC-46 program had an Interim Contractor 
Support (ICS) contract with a contractor for 
transition support of the fleet which was 
comprised of interim supply support, field service 
representatives (FSRs), and other support efforts 
for engine management and depot. Execution of 
the ICS program did limit the program’s ability to 
maximize its full intent, but it did achieve getting 
the program through the initial deliveries and 
standup of the initial bases. From supporting 
previous programs, Boeing had developed a system 
known as VECTOR, which they were going to use on 
the KC-46. Based on an issue the government has 
with companies and data management, as the PSM 
I decided we would maximize PFMT as the system 
for fleet management and support. Since we 
required it to implement CAMP and support CASS 
reporting it made sense to leverage PFMT. Based 
on this the program office notified Contractor 
we would be using PFMT as the standard fleet 
management system for all field and depot 
support. The program office did not push back on 
Boeing’s use of VECTOR since it was their primary 
tool to support their FSRs during the ICS contract 
period of performance. What was required was any 
data had to be in PFMT. Since the plan was to use 
VECTOR, we worked closely together to integrate 
VECTOR with PFMT. This integration provided 
an ability for Boeing and the KC-46 team to work 
seamlessly to address fleet issues.

In today’s environment the corporate business 
model in the defense industrial base is to capture 
as much long-term sustainment work possible. 
With the KC-46 this was no different, and all the 
actions being played out showed this was what the 
company’s objectives were (that is not saying they 
were wrong as a company). But we had a direction 
with a planned support and sustainment strategy, 
and we needed them on board to help us achieve 
our objectives. However, due to frustration, a very 
candid conversation occurred between myself 
and my commercial counterpart. I informed him 
that Boeing was not listening to the AF on our 
support strategy of establishing the KC-46 as an 
organically sustained platform. I further let him 
know that there is and will always be some level 
of effort we will require from the OEM for long-
term sustainment of the weapon system. This is 
normal for the majority, if not all, military weapon 

One of the prongs to increased long-
term sustainment costs is the number of 
configurations a Mission Design Series 
(MDS) has. In the long-term, the KC-46 
will no doubt fall victim to this as well. 

There were years and thousands of 
work-hours spent planning the delivery 
and bed down of the KC-46. We executed 
day-in-the-life activities for supply, met 
and discussed SE plans, laid out the 
maintenance program, all those things 
you would do to accept the system. 

One of the biggest challenges was 
transitioning from thinking only about 
military acquisition and sustainment 
to understanding commercial industry 
practices and processes, then figuring out 
how to integrate the two environments 
without breaking a lot of glass. 

Final Thoughts

One of the biggest challenges was transitioning 
from thinking only about military acquisition 
and sustainment to understanding commercial 
industry practices and processes, then figuring 
out how to integrate the two environments 
without breaking a lot of glass. What I learned 
was when comparing the two, there are a lot of 
commonalities where you just need to tweak a 
process or policy to make the pieces fit. With 
the KC-46 we were able to leverage not only the 
internal AF users, but all 767 operators worldwide. 
We did adjust where we could, and these 
adjustments established a strong relationship 
with a lot of the commercial industry operators 
and MROs.

During the last couple of years as the PSM and 
through several discussions there was a growing 
consensus we should consider establishing a 
Commercial Derivative Aircraft Sustainment 
Agency (CDASA), an organization which could 
provide support to the military services in 
the sustainment of CDA weapon systems. Of 
course, this was a vision based on the issues and 
challenges faced on the KC-46. 

The accomplishments and struggles the KC-46 
enterprise team faced were many. Overall, it 
has been and continues to be a very successful 
sustainment program. The biggest hurdles a 
program faces are building a support package 
that can withstand the test of time. The KC-46 is 
no different, but it has started out with a strong 
approach to long term sustainment.

Achievements: 
First ever CDA to be organically managed and 
maintained in a public depot
• Maintenance program developed IAW MSG-3 

and accepted by the FAA
• FAA certification maintained through AF 

maintenance personnel (MTI)
• Organic depot stand up years ahead of schedule
• Aircraft "C" check turn times in less than 40 days
• Fleet management tool which supports 

Conditions-Based Maintenance Plus (CBM+), 
data analytics, and cradle to grave aircraft 
tracking integrated with the OEM 

Challenges:
• Lack of clear CDA policy and guidance
• Trained personnel in CDA acquisition and 

sustainment
• DoD supply chain and use of commercial parts
• Understanding FAA certification and 

maintaining airworthiness through 
maintenance

As the KC-46 PSM I had the opportunity to lead 
one of the most diverse sustainment enterprise 
teams. The drive, commitment, and overall desire 
to deliver a supportable and sustainable next 
generation tanker was challenging, yet inspiring 
as well. The KC-46 has set the standard for 
organic support and sustainment of CDA weapon 
systems.

As mentioned, the intent of this writing is to give a 
perspective of what an ACAT I program looks like 
sitting in the PSM seat. It will hopefully answer 
some questions people have of what it is like to 
manage a major weapon system acquisition for 
the DoD and specifically the USAF as a PSM.
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systems. The level of support is defined as the 
system becomes employed and the support 
package matures. What that support looks 
like varies based on what the AF requires for 
long-term support of the system. Yes, it would 
be very easy to point out frustrations with 
Boeing on several topics, and I am sure vice 
versa with their frustrations with the program. 
When needed, they took care of the company’s 
interests, but when we asked them to step 
up, they did. In the end I will say Boeing was a 
partner working to achieve the same objectives 
as the sustainment team.

mailto:rodger.chapin%40us.af.mil?subject=
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Information Operations and 
Electromagnetic Warfare Implications 
for the Logistics Community
By: Major Tia Ahlf

Image Above: U.S. Air Force Capt. Colleen Wildermuth, right, a senior director with the 12th Airborne Command and 
Control Squadron, and Army Chief Warrant Officer 2 Adrienne Coleman, a deputy mission crew commander with Army 
JSTARS, participate in an emergency drill onboard an E-8C Joint STARS during a routine training mission at Robins Air 
Force Base, Ga., March 21, 2019. Team JSTARS is a joint manned, airborne command and control, intelligence, surveillance, 
reconnaissance and combat support force providing information to combatant commanders world-wide. (U.S. Air National 
Guard photo by Tech. Sgt. Nancy Goldberger) (This photo has been blurred for security)

The principal objective of this paper is to provide 
the reader with a thorough knowledge of current 
Information Operations (IO) and Electronic Warfare 
(EW) implications for the logistics community. 

According to Joint Publication (JP) 3-13, the 
purpose of IO is to affect adversary and potential 
adversary decision-making with the intent to 

ultimately change their behavior in ways that 
help achieve friendly objectives. Information 
operations is “the integrated employment, 
during military operations, of information-
related capabilities in concert with other lines of 
operation to influence, disrupt, corrupt, or usurp 
the decision-making of adversaries and potential 
adversaries while protecting our own.” 1

Introduction

Consider this: it is May 2021, a day like any other. You 
arrive to work at Colonial Pipeline, one of the largest 
and most vital oil pipelines in the US, transporting oil 
over 5,500 miles from the Gulf of Mexico up the East 
Coast of the US4. While checking system dashboards, 
you receive indications of a ransomware attack. 
Within hours the attack is under investigation and the 
entire pipeline is taken out of operation to reduce the 
risk of exposure. By the end of your shift, the company 
is paying a ransom of 75 bitcoin worth $4.4M to a 
hacker group that stole 100 gigabytes of data.5 In two 
days the President of the United States will declare a 
state of emergency, deeming the incident a national 
security threat.6 It takes your company six days to 
return to normal operations. 

The 2021 Colonial Pipeline attack was one of the 
most disruptive incidents ever reported, impacting 
the airline industry and causing panic across the US. 
Cyberattack is considered the number one global 
risk to supply chain operations. We cannot afford to 
ignore this risk. Below are some other recent notable 
cyberattacks on supply logistics operations. 

In 2013, drug traffickers recruited hackers to 
breach the IT systems at the port of Antwerp. The 
criminals took control of computers, container 
terminals, and the entire harbor company.7 The 
attackers could manipulate manifests and make 
cargo appear or disappear while collecting 
corporate financial information.8 

In May 2017, the WannaCry cyberattack impacted 
FedEx, Renault, and many other companies.9 A 
few weeks later, another cyberattack infected 
a Ukrainian tax software product and disrupted 
supply chains around the globe, including 
operations at FedEx and Maersk (Maersk lost 
$300M as a result).10

In September 2020, a ransomware attack disrupted 
the operations of French-based shipping 
companies Compagnie Maritime d’Affrètement and 
Compagnie Générale Maritime, costing them an 
estimated $50M.11 

In 2022, logistics and freight-forwarding giant 
Expeditors International shut down most of its 
operations systems after a cyberattack.12 The 
attack on Expeditors revealed that cybercriminals 
had been trying to sell network access to logistics 
companies and were staging multiple ransomware 
attacks to disrupt the global supply chain, including 
an earlier attack on the German-based company 
Hellman Worldwide.13 

These and hundreds of additional examples should 
serve as warnings to the logistics community. We 
cannot afford to be complacent. However, these 
attacks will continue no matter how much money 
is poured into network defense. Networks will 
continue to be breached. As prevention efforts 
continue, stakeholders must spend time and 
energy to understand the operating environment 
and minimize the impact of future breaches by 
creating reliable continuity and recovery plans. 

JP 3-13 defines EW as “military action involving 
the use of electromagnetic and directed energy 
to control the electromagnetic spectrum 
or to attack the enemy.”2 EW consists of 
three divisions: electronic attack, electronic 
protection, and electronic warfare support. 
EW contributes to the success of information 
operations by using tactics in a variety of 
combinations to shape, disrupt, and exploit 
adversarial use.3

America’s adversaries are using information to 
undermine its security. The US Department of 
Defense can integrate activities to influence 
host nations and regional cooperation and 
principles to counter, respond, and have 
power over these activities. Many of the ideas 
provided in this paper are linked to predecessor 
documents. Because IO/EW plays a vital role 
globally, it is worth approaching this document 
as a thought piece to inspire continued 
conversation and inquiry into the subject. 

As prevention efforts continue, 
stakeholders must spend time and 
energy to understand the operating 
environment and minimize the impact 
of future breaches by creating reliable 
continuity and recovery plans. 
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Categories of Supply Chain Risk 

Developing reliable continuity and 
recovery plans requires understanding 
the risk. Each supply chain step is unique 
and depends on the parties involved. 
In every organization, planners must 
customize risk mitigation techniques 
and response plans to fit each step and 
consider unique stakeholder-driven 
scenarios. The complex nature of the US 
military’s supply chain of consolidated 
and layered networks and systems 
is advantageous to the mission and 
increasingly vulnerable to attack. There 
are twelve significant categories of risk 
in the operational supply chain across 
all industries.14 All categories rely on 
information-related capabilities and are 
vulnerable to adversary IO/EW attacks.

1. Forecasting risk is the risk associated 
with predicting production.15 Military 
logistics may include flying schedules, 
exercise schedules, and time-phased 
force deployment data. 

2. Time delay risk is considered waste 
and can result in loss of asset visibility 
as it moves through the supply chain.16 
An example of military logistics time 
delay would be an over-the-road 
shipment delay resulting in missed 
movement of transfer to sealift and 
frustration in a seaport. 

3. Supply chain disruptions are risks 
related to accidental or deliberate 
disturbances that impact 
the execution of the logistics 
operation.17 Disruptions can be 
observed in military logistics 
operations when international 
access is denied or weather 
diverts planned operations. 

4. Production capability risk entails 
the number of services and 
products needed to continue 
supply chain operations.18 The 
military supply chain endures 
production risk through reliance 
on manufactured products and 
contracted labor services. 

5. Inventory or stock risk includes 
materials stored in warehouses 
intended for distribution and 
repair.19 

6. Procurement risk pertains to the 
process of acquiring services 
or commodities.20 Examples of 
military procurement risk are 
fluctuating prices and changing 
requirements inherent in the 
arduous acquisition process. 

7. Technology risk relates to system-
based vulnerabilities from data 
input to output.21 

Despite numerous tiers of defense layered 
throughout supply chain operations, a single 
incident in any significant risk category can 
present a vulnerability across the entire 
supply chain and potentially ripple to create a 
more substantial threat to national security. 
The 2022 National Defense Strategy calls 
attention to this risk, stating:

Threats present are interconnected—
partly because our competitors 
deliberately link them to erode 
deterrence, exert economic coercion, 
and endanger the political autonomy 
of states. Competitor strategies seek 
to exploit perceived vulnerabilities in 
the American way of war, including 
by creating anti-access/area-denial 
environments; developing conventional 
capabilities to undertake rapid 
interventions; posing all-domain 
threats to the US homeland in an effort 
to jeopardize the US military’s ability 
to project power and counter regional 
aggression; and using the cyber and 
space domains to gain operational, 
logistical, and information advantages.27 

For logistics experts, understanding risk 
at each layer of the US military’s complex 
network of systems and processes that 
support the supply chain while identifying 
information storage and transfer 
vulnerabilities is critical to developing reliable 
continuity and recovery plans. Understanding 
risk and vulnerability requires awareness of 
the information systems on which logistics 
operations depend. 

Understanding risk and vulnerability 
requires awareness of the 
information systems on which 
logistics operations depend. 

By the time authorities apprehended 
the criminals, they had imported over 
$200M in illegal drugs and firearms. 

U.S. Air Force Senior Airman Sheeryna Ibarra, 379th Expeditionary Security 
Forces Squadron Tactical Automated Security System administrator, performs 
a function check on a TASS sensor at Al Udeid Air Base, Qatar, Dec. 6, 2022. 
The TASS is made up of over 900 sensors that monitor activity along the base 
perimeter. (U.S. Air Force photo by Airman 1st Class Andrew Britten)

8. Supply chain visibility is critical to 
a resilient supply chain and enables 
control by providing near real-time 
data exchange throughout each 
stage.22 Real-time information 
exchange presents a risk and relies 
on satellite, cloud-based systems, 
radio frequency identifications, 
software tracking, and global 
positioning system. 

9. Copyright infringement-associated 
risk includes the unauthorized 
use or reproduction of patented 
information or property.23 The 
military may experience copyright 
infringement-associated risk 
through restriction of information on 
materiel or repair procedures.

10. Purchasing risks are related to the 
budget allocation and the decision 
to buy appropriate materiel or 
services.24 In the military supply 
chain, the timing of purchases (too 
early or too late) or the wrong volume 
adds risk to resource management. 

11. Account receivable risk entails how 
effectively resources are employed 
and obtaining reimbursements.25 

12. Account payable risk is associated 
with understanding asset liquidity 
and assessing the rate to move 
assets and pay suppliers.26 

US Air Force crew chiefs from the Hawaiian Raptor 
Expeditionary Squadron, a Total Force Integrated 
unit based out of Joint Base Pearl Harbor-Hickam, 
conduct a basic post-flight inspection at Royal 
Australian Air Force Base Tindal, Northern 
Territory, Australia, Sept. 8, 2022. Opportunities 
to train alongside our Allies and partners enhance 
interoperability and bolster our collective ability 
to support a free and open Indo-Pacific. (U.S. Air 
National Guard photo by Master Sgt. Mysti Bicoy)
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Military and commercial supply chains 
have become inextricably linked and 
highly effective by implementing and 
integrating information networks. 
However, reliance on these information 
systems and networks increases the 
risk of cyberattacks and presents a 
constant threat of disruption to global 
logistics operations. 

The Expeditors International incident in 
2022 illustrates the impact of multiple 
supply chain risk categories due to 
information system dependence. 
Expeditors is a major global shipping 
company that shut down operations 
because of a ransomware attack.28 The 
cyberattack infiltrated multiple systems 
and had material and financial impacts 
which affected account receivable 
and payable information.29 Employees 
developed backup procedures and 
alternative solutions to connect to 
customers while remediation efforts 
proceeded.30 Yet even after restoring 
systems, Expeditors’ ability to predict 

capacity and demand was impacted.31 
Beyond the supply chain risk categories, 
information system dependence also 
presents a risk to physical security. 

The Port of Antwerp incident from 
2013 provides an example of possible 
future hybrid attacks. From 2011 to 
2013, hackers repeatedly infiltrated the 
Port of Antwerp management system 
that controls container movement.32 By 
sending malicious software to terminal 
workers in a phishing attack, smugglers 
could access containers of illegal drugs 
disguised as legitimate cargo from South 
America.33 The smugglers then engaged 
in a physical attack on truck drivers, 
stealing containers from the port and 
breaking into offices to install programs 
on the computers that transmitted 
information directly to the smuggler’s 
monitors for manipulation.34 By the time 
authorities apprehended the criminals, 
they had imported over $200M in illegal 
drugs and firearms. 

The National Security Strategy states 
that integrated deterrence spans across 
domains, regions, spectrums of conflict, 
the government, and allies and partners.37 
National defense has long depended on 
partnerships for financial, technological, 
intelligence, logistical, and manufacturing 
support.38 Strategic alliances between the 
government and private sector may serve 
to proactively design contingency plans, 
mitigate threats, aid emergency response, 
and support recovery after incidents occur. 
Globalization has created a large-scale trade 
and transport ecosystem which presents 
a significant security risk. Consider the 
possible risk reduction if greater integration 
and collaboration for terrorist attack 
preparation and response had occurred 
before 9/11. An evaluation of private 
sector preparedness prior to the events 
of September 11th revealed that industry, 
banks, and the insurance system were not 
prepared for such an event, likely because 
something of that nature had not previously 
occurred.39 There is a general comprehension 
of potential incidents and impacts from 
IO and EW, but the logistics community 
should give significantly more effort toward 
understanding the complex ways IO/EW can 
impact the global supply chain. 

Integrated efforts across government and 
private sector organizations are critical 
to mitigating IO/EW threats. Partnerships 
should focus on information exchange, 
resource management, and understanding 
best practices. Organizations can use 
these partnerships to synergize efforts 
to assess, manage, mitigate, and recover 
from incidents.40 Resource management 
can involve production, entrepreneurship, 
capital, physical space, and labor.41 It can be 
challenging to share best practices as they 
are often specific to organizations, but they 
will be beneficial if approached as an incident 
investigation review. In this vein, reviewing 
emergency response operations often 
illuminates procedures and technologies that 
can be integrated or improved in logistics 

processes across all industries.42 For 
example, facial technology that emerged 
following terrorist attack incident reviews 
can be used to secure logistics facilities. 

Beyond local efforts to organize and 
integrate, it is essential to understand 
our collective deterrence capabilities and 
our adversaries’ strategic priorities in 
order to identify and deter future threats. 
Additionally, integrated partners must have 
a coherent understanding of our strategic 
objectives and an agreed-upon threshold for 
appropriate response levels. This requires 
shifting focus from the physical domain to 
prioritizing policy in the information domain. 
Understanding how to identify intent and 
analyze information is imperative to avoiding 
kinetic conflict.43 The term spectrum of 
conflict is a relatively new concept, and 
this term reminds us that conflict does not 
begin with a kinetic exchange.44 Today the 
United States is in conflict with China—not 
kinetically, but in the information domain—
which compels us to think and act in ways 
that have not previously been given much 
consideration.45 

The 2022 National Defense Strategy 
prioritizes interoperability with coalition 
forces and consultation and coordination 
with allies and partners to advance security 
goals that implement the higher-level aims 
of integrated deterrence.46 The strategy 
mentions that for integrated deterrence 
to succeed, the US must remove barriers 
to collaborative research, development, 
planning, interoperability, information 
sharing, and capability sharing.47 
Government-level initiatives toward 
strengthening partnerships and integrated 
deterrence should be considered a priority 
for logistics organizations across the globe 
to enhance global supply chain resilience 
and establish flexible logistics. Logistics 
flexibility will allow organizations to quickly 
embrace change and fine-tune individual 
sustainment operations to meet specific 
demands. 

The logistics community 
should give significantly 
more effort toward 
understanding the complex 
ways IO/EW can impact the 
global supply chain. 

Staff Sgt. Dallas Moore, 65th Air Base 
Squadron Air Traffic Control watch 
supervisor, verifies flight progress 
strips in the Radar Approach Control 
facility at Lajes Field, Portugal, April 26, 
2022. Air traffic controllers at RAPCON 
record the general information and 
intent of each aircraft on the strips. By 
monitoring this information and keeping 
constant communication with pilots, 
RAPCON ensures the safe arrival and 
departure of aircraft. (U.S. Air Force 
photo by Senior Airman John R. Wright)

The Expeditors International and 
Antwerp incidents clarify the need 
for a comprehensive approach to 
cybersecurity in logistics operations. 
Software detection tools and strong 
physical security are both needed to 
protect information and processes. 
Cybersecurity is a priority for logistics 
organizations and customers reliant 
on the global supply chain. Just as 
logistics organizations are linked 
through information networks, they 
should coordinate closely with each 
other to enhance resilience through 
cybersecurity. Cybersecurity should 
be included as an international security 
initiative and prioritized at the local, 
regional, and global levels. The 2022 
National Defense Strategy prioritizes 
joint efforts with a full range of domestic 
and international partners in the cyber 
defense ecosystem to fortify the defense 
industrial base, our logistical systems, 
and relevant global supply chains 
against subversion, compromise, and 
theft.36 As information systems become 
increasingly interconnected, continued 
commitment to accelerate collaboration 
and enhance resilience is paramount.

Information Systems Dependence Integrated Deterrence and Partnerships
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Conclusion

Logistics networks are critical to global 
stability. With pressure to keep operations 
running, cybercriminals have figured out 
that disrupting logistics networks results in 
an almost immediate response. Numerous 
ransomware attacks have shut down 
significant information networks and have 
crippled operations worldwide. Continuity 
plans that reduce delay or interruption within 
the supply chain are imperative now more 
than ever. With a better understanding of the 
information domain, logistics professionals 
can reduce the likelihood of supply chain 
disruptions. Continuity plans should consider 
mechanical failure, power failure, deliberate 
damage to data, sabotage, cyber hacking, 
intentional damage to physical property, 
and loss of assets due to cyberattack.48 A 
recovery plan outlining proven methods of 
restoring operations with minimal delay after 
a disruption is as crucial as a continuity plan.49 

Recovery planning is often neglected because 
priority needs to be given to improbable 
incidents. Professionals only get credit 
for recovery planning if an incident proves 
the plan viable (this also impacts budget 
prioritization).50 Securing logistics information 
systems will ensure our nation can continue 
effective, agile, and responsive sustainment 
operations despite adversary disruption. 
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Securing logistics information 
systems will ensure our nation 
can continue effective, agile, and 
responsive sustainment operations 
despite adversary disruption. 
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Agile Combat Employment:  
A Wartime Readiness Fallacy
By: Colonel (ret) Randall Eric Ackerman

Almost 7-1/2 months into the Russian-Ukraine war, 
military operations have stalled, winter is setting 
in, and Vladimir Putin and the Red Machine are left 
asking, “What went wrong?” Prior to and as the 
invasion occurred, strategists, think tanks, etc. had 
similar sentiments as the Center for Strategic and 
International Studies (CSIS). In their January 13, 2022 
brief, Russia’s possible Invasion of Ukraine, CSIS stated, 
“If fully committed, the Russian military is significantly 
stronger and more capable than Ukraine’s military.” 
Russia believed the Ukraine engagement would not last 
long due to their superior combat capability. However, 
the Washington Post article, Rapid Loss of Territory 
in Ukraine Reveals Spent Russian Military (Sonne 
et al., 2022) exposed Russian leadership failed to 

acknowledge some of their weaknesses. A Russian 
Readiness Fallacy existed, condemning their combat 
operations. Paul Sonne et. al. expertly wrote the 
following:

The Russian military was “riven with all kinds 
of weaknesses that were not apparent to the 
leadership and probably should have been” at the 
outset of their February 24th invasion, according 
to a senior US defense official […]. “A lot of the key 
elements of a strong defense are the capabilities 
of your soldiers, the capabilities of logistics, and 
command, and we’ve seen fractures in all of those 
elements, and they played out in many places over 
time in the east,” the senior US defense official said.

Image Above: Tucson, USA - March 4, 2021: Air Force maintainers work on an F-35 Joint Strike Fighter (Lightning II) jet at Davis 
Monthan Air Force Base. This F-35 is assigned to Hill Air Force Base. F-35, the ACE concept linchpin, suffers immensely from 
intermittence, degrading Air Force combat capability Image Source: Michael Fitzsimmons via Shutterstock.

After reading Sonne’s article, I was surprised 
how ineffective and ill prepared the Russian 
military was to rapidly achieve mission 
success. It made me wonder how the US 
military, particularly the Air Force, would do 
in a peer-to-peer engagement while trying 
to attempt the Air Force’s new maneuver 
scheme, Agile Combat Employment (ACE), 
given current logistical challenges. What 
weaknesses are being overlooked by the 
Air Force? What logistical challenges will 
manifest when logistics operations are 
severely crippled or rendered ineffective? 
Better stated, is the Air Force’s past success 
clouding judgement and creating a wartime 
readiness fallacy?

Although many logistical challenges exist 
in a peer-to-peer engagement—such as 
personnel experience, outrunning supply 
lines, diminished supply, etc.—most, if not all, 
are micro analyzed, exquisitely funded, and 
known by every Air Force Senior Logistician 
(if not, they should be). However, there is 
an elusive logistical challenge waiting in 
the shadows during regular day-to-day 
operations ready to cripple the Air Force’s 
combat airpower during a peer-to-peer 
engagement. If not addressed, this elusive 
challenge will render the ACE concept 
ineffective. This challenge is intermittence.

Intermittence in its simplest form is a random 
signal disruption in time, place, amplitude, 
and duration created through environmental 
stimulus, such as temperature and vibration. 
A seemingly innocuous 50 nanosecond lapse 
of electrical stimulus can lock up radars, 
cause GPS malfunctions, and ground critical 
missions. The gooey materials (solder, 
copper, aluminum) all become very malleable 
under extreme heat while also becoming 
very rigid and stiff under extreme cold. The 
repeated sequence of takeoff and landing 
create extreme pressure and temperature 
differentials. Cycling between the ground and 
40K feet and a temperature range between 
130 to -70 degrees Fahrenheit creates 

microscopic fractures in the gooey material, 
also known as material fatigue, before hard 
failure. These micro fractures permeate 
through the line replaceable units, wire 
bundles, and connectors causing degraded 
mission success or even mission failure.

Once on the ground, the elusive problems, 
glitches, or gremlins, become a maintenance 
nightmare. These gremlins, due to their 
random nature, appear and disappear 
under certain conditions and flight profiles 
, some of which cannot be duplicated on the 
ground and resulting in a No Fault Found 
(NFF) or Could Not Duplicate (CND) repair 
action. Moreover, troubleshooting and 
swapping electronics to find the problem (or 
swaptronics) not only fail to resolve the issue 
but can sometimes induce or exacerbate 
problems on the aircraft preventing a root-
cause solution.

“These gremlins, due to their 
random nature, appear and 
disappear under certain 
conditions and flight profiles...”

A stripped C-5 Galaxy, the 
Air Force’s largest aircraft, 
goes through programmed 
depot maintenance with the 
402nd Aircraft Maintenance 
Group at Robins Air Force 
Base, Ga., July 30, 2020. The 
402nd AMXG is responsible 
for the repair, modification, 
reclamation and rework 
of more than 200 aircraft 
worldwide. The group also 
prepares and deploys combat 
aircraft battle damage repair, 
crash recovery and supply 
and transportation teams 
worldwide. (U.S. Air Force 
photo by Joseph Mather)

https://www.csis.org/analysis/russias-possible-invasion-ukraine
https://www.washingtonpost.com/national-security/2022/09/13/putin-russia-military-spent-ukraine/
https://www.washingtonpost.com/national-security/2022/09/13/putin-russia-military-spent-ukraine/
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Given the complexity of the problem on the 
ground, intermittence must be addressed 
for the new Air Combat Command’s scheme 
of maneuver—ACE, to be successful. ACE 
is rapid, expeditious, light, lean, and lethal 
by design. The concept relies on multi-
capable maintainers being able to sustain 
and generate aircraft. Air Force Doctrine 
Note 1-21 states, “ACE shifts operations 
from centralized physical infrastructures 
to a network of smaller, dispersed locations 
that can complicate adversary planning 
and provide more options for joint force 
commanders. Its value is derived from the 
ability to hold adversary targets at risk 
from multiple locations that are defensible, 
sustainable, and relocatable. Airmen should 
expect to conduct operations at a speed, 
scope, complexity, and scale exceeding 
recent campaigns from distributed 
locations.” ACE employment capability 
sounds great in a lab or an academic setting; 
however, many assumptions with logistics 
and sustainment must occur in order to 
achieve success. 

To believe the Air Force can engage in 
such operations and achieve success 
today is a fallacy . As the ACE concept 
places operations under extreme combat 
engagement, the ACE concept will break 
under intense logistical and sustainment 
pressure. For example, the dispersed 
operation expectations and the speed at 
which the Air Force will be expected to 
maneuver will place excruciating strain on 
the spares pool. The spares pool size will 
have to increase while the velocity at which 
maintenance units receive required spares 
increases. Additionally, creating a bloated 
spares pool will require additional funding 
and warehousing which presents enormous 
funding and capability gaps between today 
and future maneuver strategies. Moreover, 
the speed at which maintenance must 
conduct repair operations in a contested 
environment will be challenging. These 
challenges could prove insurmountable. 
The good news is these types of challenges 
are known and somewhat predictable. 
Intermittence is not!

To believe the Air Force 
can engage in such 
operations and achieve 
success today is a fallacy . 

The ACE concept removes 
the iron mountain of aircraft, 
parts, and supplies which 
have masked intermittence 
and unreliable assets. 

Undetected 
and unrepaired 
intermittent 
faults manifest as 
NFF or CND and 
cause many DoD 
weapon systems 
to malfunction 
during operation. 
Photo courtesy 
of Universal 
Synaptics

Conducting high ops tempo from a remote 
location limits the number of aircraft 
to conduct operations. Each individual 
location becomes a small hub of Low 
Density, High Demand assets. The ACE 
concept removes the iron mountain of 
aircraft, parts, and supplies which have 
masked intermittence and unreliable 
assets. 

“Go to the spare” is a cringe-worthy term 
for aircraft maintenance professionals. 
Unfortunately, the ACE concept renders 
“Go to the spare” a useless statement. 
ACE increases the criticality of each 
operational aircraft and part necessary to 
achieve mission success. All aircraft will 
be needed, and maintenance professionals 
will have to contend with the enemy 
from within—intermittence. In the ACE 
environment, aircraft will have to be 
generated at a rate not seen at today’s 
overseas basing locations such as Al Udeid 
Air Base in Qatar. ACE combat operations 
will not be able to absorb aircraft downtime 
of 49 and 80 days for seemingly routine 
tasks such as troubleshooting inoperative 
fuel float valves and Auxiliary Power 
Unit/Integrated Power Package issues. 
Furthermore, intermittent actuators 
(a 4-hour maintenance task) causing 
aircraft to be grounded for four to five 
days will no longer be acceptable because 
spare aircraft and parts will no longer be 
available. Due to intermittence, size, and 
scope of the anecdotes above, this may 
become the rule rather than the exception.

Maintainers try to find a needle in a 
haystack daily. Photo courtesy of 
Universal Synaptics

The pervasive intermittence problem is 
not localized in certain weapon systems 
and combat vehicles. Intermittence 
exists in all Department of Defense (DoD) 
platforms. The annual $5.5B cost and 
383K days of non-availability annually, 
recently reported by the Office of the 
Secretary of Defense, continues to 
erode combat capability daily. Currently, 
intermittence unnecessarily absorbs 
47% of the DoD’s avionics maintenance 
budget. At the present increase rate (5% 
annual increase and with a static budget), 
100% of the DoD’s annual avionics 
maintenance budget will be consumed by 
2030. Given the problem’s enormity, it is 
unfortunate intermittence’s impacts are 
not well known, nor are they holistically 
being addressed. Luckily, the DoD and 
the Air Force have started to recognize 
and try to better understand the 
intermittence problem. In recent months, 
intermittence has risen to a prominent 
discussion level never achieved in the 
DoD. Senior leaders across the enterprise 
are trying to better understand the issue; 
however, highlighting and knowing about 
the problem is only half the battle. Action 
must occur. 

First, Air Force leadership at the 
Secretary of the Air Force and Chief of 
Staff levels must initiate a call to action 
or a movement to arouse the collective 
and focus AF sustainment efforts on 
attacking intermittence at all levels of 

materiel production and sustainment 
(manufacturing, field level, and depot). If 
not, intermittence will derail the intricate 
and exquisite ACE scheme of maneuver.

Second, Air Force leaders must begin 
to control the problem—contain 
the contagion if you will. Senior AF 
leaders must mandate acquisition 
standards ensuring Original Equipment 
Manufacturers (OEMs) deliver 
intermittence-free weapon systems 
and reparables to the Air Force. 
During intermittent tests on the F/A-18 
Generator Control Unit (GCU), which 
is the same GCU in the F-15, efforts 
revealed a quality defect on the OEM 
motherboard. This discovery, along with 
extensive intermittent testing, resulted 
in a GCU increase of time on wing of 
3x and the GCU no longer being on the 
F/A-18 top ten MICAP list for the first 
time in the aircraft’s history. This feat 
would not have occurred had the OEM 
quality escape not been discovered and 
prevented from entering the Navy supply 
system.

Third, Air Force sustainment leaders 
must vigorously attack intermittence-
degraded weapon systems/capabilities 
exhibiting high NFF/CND rates. They 
must test high driver systems. Once 
the high drivers are cured, they must 
move to the next five or ten. With a slow 
and methodical approach to solving 
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intermittency, the GAO estimates 
tackling the problem will yield a $6B 
cost avoidance and a 50% readiness 
increase.

Finally, this is an iterative process 
requiring diligence, determination, 
and steadfast leadership. Combating 
intermittence is not a sprint but rather 
a long and arduous marathon. Air Force 
sustainment experts must be willing 
to systematically engage the highest 
priority problems with a standardized, 
repeatable process. In doing so, 
aircraft, weapon systems, and combat 
capability will be healthier across the 
entire capability spectrum. This laser 
focus on intermittence will not only 
increase readiness across platforms; it 
will also remove an overarching Achilles 
heel to the Air Force’s ACE scheme 
of maneuver. Moreover, a wartime 
readiness fallacy, with respect to 
intermittence, will cease to exist. 
 
Originally published October 10, 2022,  
at USynaptics.com
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Image Above: Two EC-130H Compass Call aircraft assigned to Davis-Monthan Air Force Base are refueled at a Forward Area Refueling Point (FARP) 
during Black Flag 22-1 at Nellis AFB, May 10, 2022. As part of Agile Combat Employment, FARP training prepares Airmen to effectively refuel aircraft 
in austere locations when air-to-air refueling is not possible or when fueling stations are not accessible. (U.S. Air Force photo by William R. Lewis)
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Executive Summary

Setting the Scene: An adversary nation invades 
a neighboring territory within the next decade, 
necessitating US action. To restore the status 
quo ante bellum, Joint Force intervention will be 
required with little-to-no warning. Military actions 
will culminate in a very short time with either a 
successful defense of the territory and its allies 
or the loss of the territory to peer aggression. The 
Air Force (AF) Logistics community, in conjunction 
with the Joint Force (JF), must affect immediate 
reforms to ensure success in this conflict. 
Without rethinking prepositioning, organization, 
and access, the AF risks losing before the first 
shot is fired, kinetic or not. To accomplish this, 
advances and reforms in three areas must be 
pursued: ensured and necessary Access, Basing, 
and Overflight; creation of a Joint Logistics 
Command; and Streamlined War Reserve Materiel.

Aircraft including 16 U.S. Air Force F-16CM Fighting Falcons, 12 Japan Air Self-Defense Force F-35A Lightning II Joint 
Strike Fighters, two JASDF E-2C Hawkeyes, one JASDF CH-47 Chinook, one U.S. Navy EA-18G Growler, one USN C-12 
Huron, and one USN P-8 Poseidon, perform a base capabilities demonstration to culminate a week-long readiness 
exercise at Misawa Air Base, Japan, May 13, 2022. (U.S. Air Force photo by Airman 1st Class Leon Redfern)

Access, Basing, and Overflight (ABO): Expand 
a credible presence, potentially halting the need 
for further conflict and strengthening the US 
deterrence efforts. Utilize small basing and limit 
footprint efforts with nearby countries. Fully 
develop a new, closer cargo hub in the Area of 
Responsibility (AOR) and set the theater for future 
rocket cargo capabilities by preparing mobile 
landing sites and carving out small vertical 
landing pads.

Joint Logistics Command (LOGCOM): Control 
logistics from one adjudicator and synergize 
the JF requirements into one database to meet 
critical needs in the most rapid and efficient way 
possible. Reform authorities to ensure cross-
Combatant Command (CCMD) reach. Give the 
warfighter what it needs at the frontline, fast.

Streamlined War Reserve Materiel (WRM): 
Establish minimal deployment kits for Airmen to 
fight- tonight with only the gear on their backs; 
Airmen deploy with their own food, water, and 
shelter to immediately attack the enemy. Set 
the AOR for 72 hours of WRM to sustain the fight. 
Build additive technologies into WRM to reduce 
the weight, size, and cost of traditional WRM.

This paper is the result of a research effort for Defense Logistics 
Agency-Aviation Career Broadeners and assigned personnel. 
Tasked by then commander Major General J. David Sanford, the 
team was to analyze modern logistics challenges and develop 
courses of action to secure the supply chain in support of a 
future fight against a near-peer. This paper is the culmination 
of that effort. Contributing authors included Majors Michael 

Lewis, Evan Hanson, Ashley Hardy; Captains Justin Cannon, 
John Hudson, Ethan Michael, Brian Musser, Renee Ruppel, Shawn 
Edgecomb, Mike Ellis, Matt Small; Master Sergeants Chris Farris, 
Dalton Thomas, Yanick MBA; and Technical Sergeant Cameron 
Peeples. A SECRET version of this document is available and can 
be requested by contacting Lieutenant Colonel Jerry Ottinger or 
Lieutenant Colonel Heather McDaniel.
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DISCUSSION:

Access, Basing, and Overflight

Access, Basing, and Overflight (ABO) with key Allies 
in the AOR can be established and, in some cases, 
renewed now with the right political emphasis. In 
an open conflict with the peer, existing US bases 
will be at high risk of enemy strike. Plans must be 
in place to disperse capabilities to reduce the loss 
of life, as well as maintain operational capabilities. 
These dispersed operating locations present a 
challenge in ensuring they are ready for rapid 
buildup. Preparation and development of these 
areas will allow the AF to bed down teams and 
resources close to the conflict through traditional 
means of mobile deployment.

Developing the ABO plan includes determining 
which countries will allow US military presence 
during open conflict and what specific capabilities 
they will allow to be launched from within their 
borders. Permitting the US to operate from their 
territory carries risk for Allies and will dictate both 
the size and type of forces given access. The AF 
will look to stage logistics capabilities as close 
to the conflict as possible with countries that are 
close Allies with the US and are most likely to allow 
combat operations. Mobility capabilities, such as 
cargo and tanker aircraft, will be staged at regional 
cargo hubs outside the main threat area. Bilateral 
agreements and defense plans will be written at 
the US Indo- Pacific Command (USINDOPACOM) 
and host nation defense levels to clearly state the 
conditions that will allow US access and means for 
rapid approval.

Once the ally nations have agreed to access 
strategies, basing will be a key phase in developing 
operating methods. The AF must perform rapid 
site surveys at all potential military and civilian 
airfields to determine existing capabilities and 
future expansion options. Site surveys will focus 
less on room for the AF to build up infrastructure 
and will instead explore what capabilities the 
various locations can provide for small operations. 
Similarly, the Site Survey team will evaluate the 
ability to operate out of many locations rather than 
building a large force at one site. All locations will 
be assessed for their ability to support current AF 
capabilities and future developments. Ideal basing 
solutions will be able to expand in support of new 
technology such as Rocket Cargo Platforms.

INTRODUCTION:

This paper examines sustainment in a challenging 
and restrictive environment: Immediate, intense 
conflict with a peer competitor with little-to-no-
warning. For that reason, the JF will operate in 
a fight-tonight scenario and must deliberately 
invest in specific activities to sustain logistics 
support for this rapid engagement. These activities 
and their required level of investment, to include 
a recommended investment timeline, will be 
examined below.

The AF Futures Game 2020 shed light on the 
long-term activities required to affect change in 
response to a near-peer threat, but these concepts 
need time and long-term investment to be fully 
realized. To further expand on these concepts 
and required investments, this research team 
conducted an in-depth review of the Futures Game 
material, the Joint Warfare Concepts 1.0 (JWC), 
and the Joint Concept for Contested Logistics 1.0 
(JCCL). Although joint and multi-national resources 
were examined, this paper focuses primarily on AF 
operations and capabilities. Based on this research, 
the team derived three efforts that can be brought 
forward now with limited investment to provide an 
edge in a near-peer conflict: Access, Basing, and 
Overflight (ABO); Consolidated Logistics Command 
(LOGCOM); and Streamlined War Readiness 
Materials (WRM). These efforts can and must be 
resourced today and instituted in the short-term 
with the appropriate emphasis utilizing tools that 
the AF and the JF currently have on-the-shelf. If 
correctly applied now, many of these short-term 
efforts will support the long-term strategies of 
Futures Game.

These three efforts will be explored in detail 
throughout the discussion section to follow.

An alternative to traditional transportation 
functions, the implementation of Rocket 
Cargo activities will bring to light a unique 
set of capabilities but will also present 
many new challenges. Considering certain 
contracts which have already been 
established by AF Research Laboratory 
in collaboration with SpaceX, Rocket 
Cargo resources may be realized sooner 
than expected (Gohd, 2022). A capability 
delivering 200,000 pounds of payload 
anywhere in the world with commercial 
rockets would dramatically change the 
landscape of a conflict. Although the 
formal introduction of Rocket Cargo to the 
military is years to decades away, planning 
for the necessary infrastructure must be 
initiated today. These rockets are capable 
of landing vertically in much smaller 
spaces than the demand for a C-5 or C-17 
runway. Mobile platforms at sea have also 
been successfully used under SpaceX 
platforms (Etherington, 2021). Considering 
these future opportunities when placing 

resources now will ease the transition 
into quick realization of its capabilities. 
While rocket cargo has a lot of potential, 
the requirements to support need to be 
included in any base planning—not only 
what is required from an infrastructure 
standpoint, but also what countries are 
going to be willing to allow inbound/
outbound rockets during a time of 
conflict when they could be mistaken for 
ballistic missile launches.

Finally, as basing solutions are 
identified, overflight requirements must 
be assessed, and mitigation plans must 
be in place to avoid airspace restrictions 
between a base and the conflict. From 
a logistics perspective, overflight is a 
key aspect of the AF’s ability to secure 
Lines of Communication to forward 
operating locations. If a nation restricts 
their airspace during a conflict, flight 
times are increased as cargo aircraft 
are required to take alternate routes. 
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This increase in flight times will reduce 
the number of missions a crew can 
accomplish in a day. Due to this risk, it 
will be critical to consider the potential 
of overflight disruptions at any of the 
selected agile operating locations. 
A nation may be willing to support 
overflight for current AF technology 
but may not be willing to maintain that 
capability for a rocket. The launch of a 
rocket full of supplies during a time of 
conflict could be easily confused with 
the launch of an offensive missile or 
rocket. There is also risk to commercial 
aircraft during a launch or reception 
of rockets; overflight patterns and 
windows will need to be coordinated, 
and it will be imperative that the US 
minimizes disruption for the host 
nation.

Once sites are selected as potential 
operating locations, the AF must 
begin developing the areas for rapid 
reception capabilities. Joint exercises 
with the host nation will allow the AF 
to place more support subject matter 
experts on the ground prior to a conflict 
and will further assess the capabilities 
and infrastructure available at 
those basing locations. Additionally, 
exercises will expedite the staging 
of equipment to reduce the time it 
takes to establish initial operating 
capability once the conflict begins. 
Finally, more frequent exercises at 
multiple locations will help prevent 
signaling to the opponent while the AF 
prepares for conflict and determines 
ideal operating locations. The concept 
of WRM placement during an exercise 
environment will be explored later in 
this paper. While these steps will allow 
the AF to operate in a more dynamic 
approach, these concepts may create 
new challenges in the pursuit of 
ensuring continued logistics support in 
a contested environment. Maintaining 
effective oversight and control of 
those concepts and their associated 
challenges will be made easier with 
the implementation of a centralized 
logistics command.

Feed the Fight: Meeting demands, future cargo, airdrop, drone tech, 
Launch, deliver-recover, incorporate CRAF w/LogC2, ADVON for Access 
basing “cold start” build, additive raw materials support

Commentary: Redeploy highest priority assets, time-phased redeployment 
(not Afghanistan), what is consumable and left to rot, surgical retreat, NEO 
requirements, evacuee/asylum seekers, maintain forward presence, what 
survives and can recapture resources or people, primary/secondary/tertiary
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Joint Logistics Command (LOGCOM)

Strategic competition and the rise of nation-state 
near-peer competitors necessitates a review of 
logistics command and control. There are two 
significant gaps in the post-Goldwater-Nichols Act 
of 1986 national defense organization that would be 
resolved through the creation of the Joint Logistics 
Command. This development will build a functional 
combatant command which (1) is the sole JF 
acquisition authority to procure weapons systems 
and make sustainment investments based on JF 
priorities; (2) competes within global supply chains to 
robust friendly defense industrial base capabilities; 
and (3) leverages vulnerabilities in adversaries’ supply 
chains to limit their military readiness. These gaps, 
described in detail below, must be addressed if the 
AF and the rest of the JF are to remain dominant in 
strategic competition.

Establishing a Joint Logistics Command with 
authorities to acquire and make sustainment 
investments on behalf of the JF is critical. Historically, 
the services have faced challenges in effectively 
prioritizing joint requirements. While there are many 
innovative programs that fall below the AF and sister 
services’ budgetary limits, one of the most striking 
accounts of such failures occurred during Operations 
Enduring Freedom and Iraqi Freedom (Baylock, 2009). 
As Secretary Robert Gates recounts in his memoir 
Duty, it took the personal involvement of the Defense 
Secretary to advocate and fence procurement 
dollars for the Mine Resistant Ambush Protected 
Vehicles (MRAP) program. Even after commanders in 
the field demonstrated a clear, operational need for 
the program and data validated that these vehicles 
saved thousands of JF members’ lives, the MRAP 
program was not deemed a high priority by the 
services to receive funding. According to Gates, “The 
hidebound and unresponsive bureaucratic structure 
that the Defense Department uses to acquire 
equipment performs poorly in peacetime. As I saw, 
it did so horribly in wartime” (Gates, 2014). The Joint 
Capabilities Integration and Development System 
(JCIDS) failed in the rapid acquisition of the MRAP 
because it is designed for future needs, not rapid 
requirements. There are many steps, documents, 
and reviews within the JCIDS process that create a 
much slower system. In addition, JCIDS requires an 
acquisition be prioritized not just by a service, but by 
the DoD leadership as well. In the case of the MRAP, 
the Marines requested MRAPs starting in 2005, but 

the program was not placed as the Secretary of 
Defense’s #1 priority until 2007. Additionally, JCIDS 
acquisitions are tied to the Planning, Programming, 
Budgeting, and Execution system (PPBE) calendar 
which can delay an acquisition until the next budget 
year, creating additional delays. Although the 
process went slower than it should have, there are 
positives to take from the MRAP acquisition. Rather 
than rely on a sole contractor for making all MRAPs, 
the DoD authorized multiple contractors and designs 
which allowed for more rapid production. Integrating 
this approach could be a key aspect of the LOGCOM 
concept.

This funding shortfall was the first time since World 
War II that a major military procurement program 
would go from decision to full industrial production 
in less than a year. If the ineffectiveness of the 
defense acquisitions and supply chains processes 
are a problem in an environment where logistics is 
not contested, this weakness will pose a major threat 
to our ability to adapt and sustain forces engaged 
in conflict with a near-peer adversary. The conflict 
in review for this paper will require the ability of 
the DoD to rapidly meet the Combatant Commands 
requirements/gaps. A more streamlined acquisition 
process will be an integral part of meeting those 
needs. The LOGCOM will be able to provide 
sustainment through the Defense Logistics Agency 
(DLA), Services, and United States Transportation 
Command (USTRANSCOM) while also being able to 
meet new operations requirements.

With those decision-making gaps in mind, it is critical 
to develop and incorporate innovative logistics 
technologies at a speed relevant to the needs of the 
JF. To execute this improvement, the Secretary of 
Defense must update the Unified Command Plan 
to include the establishment of LOGCOM to act as 
a functional combatant command (CCMD). Due to 
the Title 10 authorities inherent to a CCMD and the 
responsibilities to the Secretary of Defense, it is 
important that the Joint Logistics Command be 
designated as a functional combatant command to 
elevate JF requirements appropriately and at speeds 
that better supports the Joint warfighter (Joint Staff 
J7, 2016). In consultation with the other CCMDs and 
the Services, the LOGCOM would gather and prioritize 
JF acquisition and sustainment requirements based 
on an overall assessment of the needs of the JF. 

Under this construct, the other CCMDs would retain 
the direct logistics authorities for assets within their 
control and Service acquisition executives would retain 
acquisition authorities on behalf of their Services.

As a result, the LOGCOM would have acquisition 
authority on behalf of the JF, USSOCOM on behalf of the 
special operations forces, and the Services on behalf 
of their functional areas. Rather than take authorities 
away, the intent is to elevate the needs of the JF and 
to promote collaboration and competition in the PPBE 
process. More specifically, the LOGCOM would retain 
the authority to fund programs that do not make the 
Services’ budgets; to provide additional funding and 
support for programs already managed and funded by 
the Services; and to establish new programs entirely 
based on the needs of the JF. JCIDS is weapon system 
based; therefore, will not affect many sustainment-
based acquisitions needed to support the conflict. 
However, in cases where a logistics-based capability is 
needed, JCIDS should be utilized to begin meeting those 
requirements, such as rocket cargo capabilities. JCIDS’s 
current process does require revamp in order to allow 
more rapid acquisitions. USTRANSCOM would remain 
responsible for global deployment and distribution of 
forces, while the Joint Logistics Command would focus 
on JF readiness within the defense industrial base.

ARABIAN GULF (July 16, 2021) A joint light tactical vehicle attached to the 24th Marine Expeditionary Unit (MEU) is transferred 
from dock landing ship USS Carter Hall (LSD 50) to Landing Craft Utility 1661 during vehicle and equipment loading operations in 
the Arabian Gulf, July 16. Carter Hall and the 24th MEU are deployed to the U.S. 5th Fleet area of operations in support of naval 
operations to ensure maritime stability and security in the central region, connecting the Mediterranean and Pacific through the 
western Indian Ocean and three strategic choke points. (U.S. Marine Corps photo by 1st Lt. Mark Andries)

LOGCOM as a CCMD when granted proper authorities 
would also enable the US military to leverage 
opportunities to engage in strategic competition 
through supply chains. In contrast, the US previously 
devoted significant resources to understanding the 
military supply chains of the Soviet Union during the 
Cold War; this operational emphasis on disrupting and 
destroying global terror networks took focus away 
from these key capabilities. Rather than conducting 
operations with logistics solely as a supporting 
function, the LOGCOM would operationalize supply 
chains through activities such as investment, 
procurement, analysis, and planning on friendly 
industrial base capacities, materials, vulnerabilities, 
and capabilities relevant to national security.

In summary, the establishment of a functional 
LOGCOM will better support the requirements of 
the JF in terms of speed and acquisitions program 
success with such authorities. Moreover, this 
organization would enable the US military to compete 
with rising near-peer competitors by operationalizing 
global supply chains to achieve outcomes that deter 
conflict and enhance military advantage. This idea 
of consolidated and streamlined support will be 
discussed further below in an in-depth examination of 
equipment support packages.
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Streamlined War Readiness Materials (WRM)

As the future fight will be swift and decided 
quickly, long-term WRM support is not cost- 
effective. Not only will personnel deployment 
packages be reconstructed, but equipment 
capabilities will also be tailored to support more 
specified requirements. The Iron Mountain concept 
of bringing everything from a Civil Engineering 
unit to build a forward base will not be practical. 
In addition to the topics introduced above, other 
WRM streamlining efforts will be proposed in the 
following paragraphs to include the employment 
of Multi-Capable Airmen (MCA) with individual 
life-sustaining resources, as well as the need to 
leverage technological advances and collaborate 
for host nation support.

Due to the rapid timeline of this conflict, Airmen 
will need to fight with small deployment packages 
and life-sustaining resources that they can bring 
on commercial flights and carry on their backs. 
The vision of the deployed Airman in this sense 
includes a member prepared to depart with a 
deployment bag that will not be filled with physical 
training gear, reflective belts, and shaving cream. 
Instead, the deployed Airman will be equipped 
with a single-person rapid shelter, enough meals-
ready-to-eat to sustain them for 72-hours, a water 
purification device, ammunition, and batteries. 
Not only will these Airmen have immediate access 
to life-sustaining resources, but they will also be 
equipped with skills that enable them to support 
various functions outside of their core capabilities.

This concept of dynamic employment is not 
entirely new; the AF officially refers to these 
skilled members as MCA (Karol, 2021). These 
small package teams will be able to provide their 
own security, communications, and contribute 
to larger command and control nodes. Specific 
responsibilities of these MCA can include 
communication augmentation: one member will be 
able to set up a communications radio, link back to 
a regional command and control node, while also 

being qualified to drive equipment, and/or turn 
wrenches. The AF does not require a bed down 
kit of multiple C-17s in accompaniment of the 
Basic Expeditionary Airfield Resources (BEAR) 
required to support that capability. Instead, 
the force will deploy from home station directly 
to employment actions, ready to accomplish a 
multitude of functions. 

Additional multi-functional capabilities can be 
demonstrated by examining the capabilities 
of the following sample core competencies: a 
Petroleum, Oil, and Lubricants Airman with a 
small lab kit to ensure a contracted fuel source 
is clean and dry; a Materiel Manager deploying 
with a laptop and 3D printer that will allow 
the satisfying of Mission Impaired Capability 
Awaiting Parts; and an Air Transporter with a 
mobile Joint Inspection kit to ensure safety 
of flight within theater. Furthermore, with the 
implementation of aggressive training efforts, 
the force can equip a single MCA with enough 
training and skills to perform all three of those 
functions at a foundational level. There will still 
be a need for career field subject matter experts 
(SMEs), but posturing with the right amount of 
well-trained MCA will be critical in the first round 
of deployed personnel. The more the AF invests 
in MCA culture from the unit level up, to include 
enhancing training efforts, the more flexible 
AF resources become; this adaptability will be 
imperative for a rapid and dispersed fight.

Furthermore, these positions will be established 
in various unfamiliar locations such as cities, 
woods, remote airfields, and seized buildings. 
Deployments will no longer require a team to 
depart from their home station to a hardened 
deployed base; instead, Forward Operating 
Bases (FOBs) will now be hotel rooms, beach 
fronts, or mountain ranges depending on the 
AOR. When a member is deployed in theater, 
they may still be required by other demands in 
the same region; the idea of FOB hopping will be 
executed to satisfy immediate needs. The AF 
must be prepared for dynamic, mobile, and self-
sustaining activities.

In addition to smaller packages to support 
individuals, preparation within the theater 
must be staged now to support a WRM package 
consistent with a rapid, high-intensity conflict. 
This concept was introduced earlier in this paper 
regarding the advantages of exercises executed 
in host nation locations and the ability to pre-
position certain WRM capabilities. The AF must 
establish small, rugged kits to support today’s 
traditional efforts at a 72-to-96-hour supply. 
If appropriately packaged and staged, these 
stocks can be forwarded to key locations with 
partners through ABO agreements and be used 
on a just-in-time basis. The investment for this 
kitting is considerable, and more refinement is 
required to identify the specific mission sets that 
this concept suits. This research determined 
that the parts, plans, and equipment containers 
already exist, but must simply be refined for a 
limited high-intensity conflict as opposed to a 
traditional setup for a determined amount of 
people to live comfortably for the first 30-60 
days of a deployment bed down.

These concepts of rapid MCA, and similarly 
multi-capable WRM will only be further enhanced 
with the addition of full additive technology. 
Additive printing is not a new concept; DLA has 
been interested in its use since at least 2015, 
and today’s jets are flying with 3D printed parts 
(Moore, 2022). Including additive manufacturing 
capabilities with WRM and tactical forward 
units will reduce the payload, shipping weight, 
and supply of bench stock in a dynamic wartime 
environment. Additionally, 3D printing devices 
will be staged in both backpack small part units 

and large table-top units. The backpack units will 
go forward with maintenance teams to manage 
on-the-spot repairs in small teams while larger 
units will be staged at WRM sites, FOBs, and main 
operating bases to supply parts as needed.

In the future fight, parts will be printed within 
hours and fly the same day. Advances must 
be studied and projected now to make this 
capability a reality. Parts lists that are suitable 
for additive manufacturing must be developed 
on all aircraft and ground equipment, and 
raw material availability will need to be a new 
component of the WRM package. In conjunction, 
the two multi-faceted capabilities discussed 
in this section and the 3D additive printing 
techniques will rapidly reduce the forward 
footprint, fiscal requirements, and the speed 
with which the AF can respond. With the rapid 
nature of this fight, it will be imperative to 
pack lean and light, and maximize the use of 
prepositioned or host nation assets to the 
maximum extent possible.

SUMMARY:

The fight is NOW; and as this paper argued, 
transformation NOW is essential. The AF has 
adopted a motto of “Accelerate Change or Lose” 
(General Brown, 2020). The AF and the JF will 
lose this conflict if change is not implemented 
today. The recent history of war in the desert 
and austere regions will not prepare the force 
for this fight. If the US government and military 
resources do not adapt to known threats against 
logistics by peer competitors, a great loss can be 
expected.

Through ABO, the force can bring an expanded 
and credible presence, potentially halting the 
need for any kinetic conflict and strengthening 
our deterrence efforts. Joint Logistics 
Command will provide timely and effective 
measures to control logistics at a global level, 
common in commercial environments, yet stifled 
across the JF branches. Finally, streamlined 
WRM may be the biggest opportunity to fight 
lighter, leaner, and become stealthier on a global 
platform as resources continue to be more 
constrained. The days of the Iron Mountain are 
gone.

The force will deploy 
from home station 
directly to employment 
actions, ready to 
accomplish a multitude 
of functions.

Airmen will need to fight with 
small deployment packages and 
life-sustaining resources that 
they can bring on commercial 
flights and carry on their backs. WARFIGHTER ALWAYSWARFIGHTER ALWAYS
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Commentary: Next Gen Cargo is inclusive of drone, rocket, airship assumptions. 
UAW/AW, triggers, end states/decisive points. Assumptions: Hub and Spoke at AUS.

Main Effort: Set the AOR
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Leaders
I spoke with so many first timers who were very lost. They felt that the 
briefings were over their heads, aimed at Senior Leaders, and did not 
relate to their day-to-day jobs. They were too afraid to attend the open 
networking dinners. They grouped together during meals, preventing 
them from accessing the huge network of LOGNATION members 
and alumni to broaden their perspectives. I suspect new members 
of LOGNATION left that symposium exhausted, overwhelmed, and 
feeling like they gained nothing. Perhaps you already do the following; 
in case you do not, please consider where they are coming from at 
this point in their careers, why you are sending them, and how their 
attendance is going to benefit the Unit and the Air Force. Here are three 
recommendations for preparing your team to attend LOA Symposium.

Getting the Most Out of LOA 
Symposium Attendance
By: Diana Salinas Bednara

With the 2022 LOA Symposium now an inspiring 
memory, I am sure we have all reflected on our 
mentoring conversations, peer exchanges, and the 
multitude of amazing keynotes. It’s a wonderful 
opportunity to learn new things, network, hear external 
perspectives, and piece together how our own roles 
are impacted by “Big Air Force” initiatives. While at the 
LOA Symposium, I make it a habit to talk to as many 
new people as possible, and something I noticed is still 
nagging at me to speak up. I heard many people who 
were there for the first time, or who were relatively 
new to their position, say they were very lost. They did 
not know how to prioritize their information sessions; 
they didn’t have the acronyms and vocabulary of 

seasoned logisticians that many of us with 20 years of 
experience assume away. In some cases, they did not 
know why they were there, and they did not feel that 
anything applied to them at their level. It was easy to 
tell this to a total stranger, but it occurred to me that 
it may have been difficult for them to articulate this 
to their supervisors and mentors. My goal with this 
article is to provide some recommendations to make 
LOA as beneficial as possible for all 
involved, from both the leaders who 
have obligated unit funds to send 
people to this chaotic, exciting, 
often overwhelming educational 
opportunity, to the LOA first timers.

Article Images: The images featured are from both the 2022 LOA Symposium 
in Salt Lake City, UT, and the 2019 LOA Symposium in Oklahoma City, OK.

1. Establish your vision for return 
on investment. Symposium week 
is an opportunity to build esprit 
de corps, trust, knowledge of the 
commercial sector, and well-
rounded total force Airmen. Also, 
as the leader, you can offer this 
time for mentoring the attendees. 
Your time and advice are just as 
valuable as all the other leaders 
available to connect with. Let your 
people know what you get out of the 
symposium—why you go. If you do 
not know them already, get to know 
your people. They may feel that you 
are unapproachable by someone 
of their rank. If feasible, offer the 
opportunity to travel together, meet 

for breakfast, or share a cab. Not 
everyone will take you up on every 
offer, but the fact that you offered 
means the world.

Establish open communication. 
Perhaps designate a local leader 
to establish a cell phone roster for 
texting, planning a group photo in 
front of the symposium backdrop, 
and connecting with the executive 
board of your local LOA Chapter. 
Plan how you want the symposium 
experience to translate to your 
environment and determine what 
form that will take (presentations, 
trip reports, white papers, etc.).

“My goal with this article 
is to provide some 
recommendations to 
make LOA as beneficial as 
possible for all involved”

The Symposium is one of the single 
greatest opportunities to strengthen 
LOGNATION. Make the most of it.
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1. Pack correctly. Not only will you 
need space in your luggage for 
all kinds of cool company swag 
from tote bags to stickers; you 
also need to pack a few things 
you may not have thought of. LOA 
Symposium presents opportunities 
to meet loggies from all over the 
world in a variety of capacities. 
Professionalism is a key to 
networking.

• One day of business attire in your 
carry-on in the event your luggage 
is lost.

• A notebook and pen, hand 
sanitizer, water bottle, business 
cards.

• Your LinkedIn QR code is a way to 
share your contact information 
with new professional contacts 
that doesn’t necessarily 
compromise your personal profile 
on Facebook or Instagram.

• Thank You cards. Should you 
benefit from a one-on-one 
mentorship session with a senior 
leader, AFPC expert, or peer, take 
time to thank them for providing 
advice and insight.

• A saved draft of your logistics 
resume in a draft email.

2. Be prepared. Potential hiring 
authorities, subject matter experts, 
and senior leaders are EVERYWHERE 
at LOA. You may find yourself at 
the Stars and Bars luncheon, in a 
hotel elevator, milling around after 
a presentation, or at a networking 
dinner standing face-to-face with 
someone who could potentially play 
a role in your future. Prepare and 
perfect your elevator speech before 
you arrive. Consult with your supervisor 
or mentor if you don’t have one. Read 
some senior leader biographies and 
know what each individual values 
and where their expertise lies. 
Again, be prepared with your contact 
information and resume if you are 
looking for further engagement. Take 
this opportunity to brainstorm some 
questions for our senior leaders. If you 
should get the ear of a leader, show 
them how intelligent and inquisitive 
you are. Don’t waste time with basic 
questions that can be googled for an 
answer. Instead, dig deep and think 
about their portfolio and where that 
meets your interests or experience. 
When I had the opportunity to escort 
a commercial executive last year, we 
had a great conversation drawing 
parallels between commercial and 
government support and sustainment 
affected by political unrest. Another 
part of being prepared is reviewing 
the agenda and looking for concepts 
where you need to brush up. Ask your 
leadership about anything new to you 

and what they think is most important 
to grasp. Google terminology if there 
is not someone you can ask. Take 
responsibility to prepare yourself and 
lay the groundwork so you can focus 
on the presentations and the new 
information presented.

3. Be bold. There will be roughly 2,000 
potential friends and co-workers 
surrounding you each day. This is your 
opportunity to gain perspective of 
people from all over the Air and Space 
Forces. Find out what life is like for 
retired personnel, contractors, ROTC 
instructors, and people in other stalls 
of logistics. Everyone there expects 
to meet new people and hear their 
stories. Read the body language, and 
you will know who is open to meeting 
new people. Look for eye contact, 
smiles, small groups of people roughly 
your age. Then, jump in and introduce 
yourself!

There are also networking dinners 
held offsite for different career 
programs. This past year there was a 
Career Broadeners (CB) dinner and an 
Education With Industry (EWI) dinner. 
Those events are not just for current 
participants. Those are for anyone 
who wants insight on those programs. 
Attendees go and make themselves 
available for relaxed conversation 
about the programs and expectations. 
Most people who show up look forward 
to talking about their adventures.

First-timers
If there has ever been a time to step out of your comfort 
zone, it is during the LOA Symposium. You will be 
surrounded by nearly 2,000 potential co-workers, 
managers, and senior leaders. When was the last time you 
were shoulder to shoulder with a two-star? Here are three 
tips to make the most of your next LOA symposium.

the networking dinners can help 
them determine which programs will 
give them the opportunities they are 
hungry for. If they are thinking about 
applying for Education With Industry or 
Career Broadening, abundant insight 
is available from people experiencing 
those programs with no appointment 
necessary.

Let the attendees know how MyVector 
and LinkedIn can play a large role in 
maintaining new connections gained 
during the symposium. Advise them 
of the opportunities for service that 
come with Symposium attendance. 
Every year people are needed to 
monitor ticketed events, set up the 
stage, escort the Distinguished 
Visitors, introduce keynote speakers, 
and keep things running throughout 
the week. What better way to network 
and learn than to participate in the 
most exciting LOGNATION event, 
contributing to the development of 
nearly 2,000 individuals?

2. Set parameters. Have a meeting with 
your attendees before they register. 
Review the agenda together. Talk 
about which sessions would be most 
beneficial to their goals or the goals of 
the organization. Explain to them any 
terminology that is not regularly used 
in your environment. This year we saw 
the fruits of innovation initiatives from 
both Air Force and Space Force. So many 
new concepts and improvements to 
established concepts were introduced. 
We may take for granted that everyone 
in the room knows what we know about 
routine subject matter. For example, 
Theory of Constraints and Condition 
Based Maintenance may be old hat to the 
experienced, but we need to remember 
where these first timers are coming from.

Also, set out objectives and expectations 
for their attendance and professional/
personal development. Advise them of the 
wisdom our commercial partners bring to 
their keynote addresses, and encourage 
them to remain in the General Session for 
all the scheduled speakers. Speak to them 
about what mentorship, networking, and 
educational opportunities are going to be 
at their fingertips and how to approach 
people. Let them know that the purpose 
of the exhibit hall is market research, to 
open their minds to new capabilities, and 
give them ideas on how those capabilities 
can help them shape the Air Force of 
the future, among other possibilities. 
Let them know the lighthearted things, 
like saving room in their suitcase for all 
the cool swag! Tell them how attending 

“Know the goals and career 
plans for the attendees you 
authorize, and mentor those 
people through the week.”

3. Use your network. As the leader 
or supervisor, you can make 
introductions to help your attendees 
break the ice. Know the goals and 
career plans for the attendees you 
authorize, and mentor those people 
through the week. Meet with your 
attendees at least once mid-week 
and find out how they are handling 
the privilege of attendance. Hear 
out everything they are processing 
and ask questions. Let them know 
they are free to shadow you to see 
what keeps you up at night and what 
questions you ask stakeholders as a 
leader implementing new tools and 
processes. Share your insights with 
your team members who could not 
attend. Also, if LOA happens to be 
in your backyard, encourage your 
people to attend even if they just 
attend the networking dinners.

“Ask your leadership 
about anything new to 
you and what they think is 
most important to grasp.“
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Overall, the thing to keep in mind is that 
you are not just there for yourself. You are 
there because you are a logistics leader 
who needs to see the strategic, as well 
as the tactical. You bring value to the Air 
Force in the eyes of your leadership. You 
need Career Field Team (CFT) information 
to self-direct and mentor others. You are 
at the LOA Symposium because you are 
an innovator charged with integrating the 
unfamiliar with the familiar. The logistics 
field is all about what you know, who 
you know, and how you put those things 
together to get the mission done. The 
Symposium is one of the single greatest 
opportunities to strengthen LOGNATION. 
Make the most of it.

As a defense contractor with a 50% Veteran workforce, 
we understand the importance of your mission. Over 
our 50 year history, we have perfected the balance 
of cost, schedule, and performance to offer full 
lifecycle sustainment solutions. Vertex’s holistic 
approach to all levels of aviation maintenance 
increases pilot production. Through 
established repair processes, perfected 
supply chain operations, and continuous 
management and controls, we offer 
customers reduced risk of downtime 
ultimately accelerating mission-
critical readiness.

Use of U.S. DoD imagery does not imply or constitute DoD endorsement.

THE VERTEX COMPANY IS 
COMMITTED TO YOUR SUCCESS

SMALL ENOUGH TO BE AGILE.
LARGE ENOUGH TO BE GLOBAL.

VTXCO.COM

OPERATIONS,
MAINTENANCE
& LOGISTICS
 LEADER

PROVIDING
AFFORDABLE
READINESS
FOR OVER
50 YEARS
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